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Eco-Friendly Fire Protection 

An Inert Gas System Such As Fike PROINERT ® 2 

Uses Naturally Occurring Gases With Zero Global Warming Potential 



If you rely on a water- or 
chemical-based sprinkler system 
for your data center fire protec¬ 
tion, it’s time to rethink your 
plan. Most chemical suppres¬ 
sion systems use fluorine-based 
agents and are expensive to 
refill, and water-based systems 
likely won’t give you the level 
of fire protection you need. 

“Water-based is good, but 
it’s really there to protect the 
facility, not a data center,” 
says Brad Stilwell, director of 
facilities protection mechanical 
products at Fike. “If you have 
a small fire in a cabinet, it’s 
very unlikely a sprinkler would 
extinguish the fire,” he says. 

Chances are you’re going to 
have a large fire, with a lot of 
smoke and heat in the room, 
before a water-based sprin¬ 
kler system goes off because 
the temperature at the ceiling 
needs to be 135 degrees before 
the system is deployed. 

Early Detection 

Inert gas systems detect 
a fire and discharge the agent 
in the early stages of a fire. 
“Some people call it a 3D agent 
because it doesn’t really need to 
see a fire,” Stilwell says. “It can 
extinguish hidden fires around 
challenging obstructions.” 

Inert gas puts out fires 
without any of the chemical 


reactions or toxic byproducts 
you’ll find in systems that 
use chemicals such as Halon, 
Stilwell says. “Inert gas is the 
only gaseous fire suppression 
choice that has a global warm¬ 
ing potential of zero.” 

It accomplishes that by 
using naturally occurring gases 
such as nitrogen and argon. 
The gases are readily available 
and aren’t “built in a chemical 
plant,” Stilwell says. 

The initial cost of an inert 
gas system is about the same as 
chemical-based system, Stilwell 
says, but if there ever is a fire, 


the refill cost of 
inert gas is low. “A 
lot of times people 
don’t budget money 
for a refill, so it’s a 
big deal to have to 
refill it.” Fike offers 
the gas for free the 
second time around, 
he says. 

Fike PROINERT 2 
is similar to other 
fire protection sys¬ 
tems, consisting of 
smoke detectors in 
the room and a con¬ 
trol panel monitor¬ 
ing the detectors. 

When two smoke 
detectors go into 
alarm, Stilwell says, 
there’s typically a 
countdown of, say, 60 seconds, 
before the gas is released into 
the room. PROINERT is stored 
as a vapor that, when released, 
removes the heat from the fire, 
extinguishing it. 

Needs Fewer Cylinders 

Unlike other inert gas sys¬ 
tems, Fike PROINERT 2 uses 
300 bar cylinders. Early inert 
gas systems used 150 bar 
cylinders, Stilwell says, so with 
PROINERT 2 , you basically 
need just half the cylinders. 

The PROINERT 2 system also 
has a regulating valve, ensuring 


that, when the system goes off, 
the gas flows into the room at a 
constant flow rate. “The advan¬ 
tage is that you can typically 
use a smaller pipe and lower 
pressure and don’t have what 
we call peak flow rates.” 

Use In Any Environment 

The PROINERT 2 system 
can be installed in nearly any 
type of data center, even those 
replacing a water-based sys¬ 
tem or looking for a more 
environmentally-conscious 
system to replace Halon. 
“Most are brand new systems, 
and we’ve designed them 
before they’re ever built,” 
he says, but the system also 
works well for retrofits. 

“Inert gas systems offer more 
flexibility than water systems,” 
Stilwell says, adding that cyl¬ 
inders can often be placed far 
away or in more discrete places 
such as a basement or closet. 
And, because inert gas has a 
good flow rate, in many cases, 
you can use most of the piping 
that was already in place. 
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FEATURED PRODUCT 


Flexible, Customized Views 

DoubleSight Displays Multi Monitor Flex Stands Offer Height, Tilt, Pivot 
& Horizontal Movement, Holding Up To Nine Monitors On One Desktop 



Today’s busy desktops hold 
a variety of computing equip¬ 
ment and, in many cases, mul¬ 
tiple monitors. The DoubleSight 
Displays Multi Monitor Flex 
Stand fits well in such an envi¬ 
ronment, whether you’re looking 
for simple ergonomic improve¬ 
ments or better organization. 

Unlike other desktop stands, 
Multi Monitor Flex Stands fea¬ 
ture a hinged design, says Dario 
DellaMaggiore, director of 
sales and marketing. “The flex 
design is similar to a human arm, 
hinged at the shoulder, elbow, 
and wrist.” With as many as nine 
hinged points, the Flex Stands 


ensure any user can customize 
the setup to fit their needs. 

Flex Stands provide the same 
height, tilt, and pivot options 
as other stands but also offer 
horizontal, front-to-back move¬ 
ment up to 180 degrees. “You 
can actually swing one monitor 
around 180 degrees to face the 
person sitting across the desk 
from you,” DellaMaggiore says. 

The Flex Stands are avail¬ 
able in single, dual, triple, and 
quad monitor models and fit 
most popular monitor styles 
and sizes up 30 inches. 

You can stack Flex Stands 
to accommodate two rows 


of monitors, with options for 
additional height extensions 
and a notebook or tablet tray. 
Base options include a grom¬ 
met and clamp to secure the 
stand in place, making the 
mounted monitors less like¬ 
ly to be stolen, damaged, or 
knocked off the desk. 

Despite their extreme flexibil¬ 
ity and customization options, 
the Flex Stands are easy to 
install. “We ship completely 
assembled, build with durable 
metals, and provide a lifetime 
warranty,” DellaMaggiore says. 

You can purchase the Flex 
Stands from DoubleSight 


partners such as Staples, 
Office Depot, Tech Depot, PC 
Connection, Office Max, and 
Best Buy for Business. 



NOW PROCESSOR CAN GO 

ANYWHERE 


YOUR iPAD GOES! 


You asked for it, and Processor listened. 
Now you can read the latest issue of 
Processor from cover to cover, exactly as 
it appears in print, for free on your iPad! 
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3CX 

Software PBX for Windows 



www.3cx.com 


REDUCE YOUR COSTS 

INCREASE PRODUCTIVITY 

DELIVER MOBILITY 

WITH A SOFTWARE PBX 


10 Advantages of 3CX Phone System 

1. Easy to manage by an IT administrator 

2. Costs less to buy and expand 

3. Greater return on investment 

4. Use existing hardware and make huge savings 

5. More features by leveraging Windows technologies 

6. Hardware & vendor independent - no vendor lock in 

7. Better fault tolerance through easy backup of your PBX 
8.3CX Phone System is more scalable than hardware PBXs 

9. Better integration with other business applications 

10. Easily build voice applications that increase productivity 


VISIT 3CX 

WWW.3CX.COM 



+1 (404) 465-3660 


info@3cx.com 


Scon to download 











Industry's Densest 
UP Servers 




2014 International Supercomputing Conference 


Up to 


Power Efficiency 


JUNE 22-26* 


Leipzig, Germany 
The Congress Center Leipzig (CCL) 
Come visit our booth @ #430 






• Up to 6272 Avoton cores per 42U rack 

SDN (Software'Defi^d Switch) 

• Redundant GbE switches with 40G/10G uplinks, and more... 

Maximurrvtffiaency for Best TCO 

• High-efficiency Supermicro system design (as low as 10 watts per node) 

• 95% efficiency, Platinum, N+1 or N+N redundant digital power supplies 

Ease gpwartagement & Maintenance 

• Remote Management (IPMI 2.0, KVM over IP, remote Virtual Media) 

• Front-Loading Nodes for easy access and servicing 



G5 

M Digital 



1 Digital! We P wer the Cloud 


SUPERMlSPlk 

S€«V«A PlPYfOftttS I 


tM 


fSs 


[www.supermicro.c6 m/Micro Bladel 

© 5uper Micro Computer, Inc. Specifications subject to change without notice. 

Intel, the Intel logo Intel Atom and Intel Atom Inside are trademarks of Intel Corporation in the US. and/or other countries. 
All other brands and names are the property of their respective owners. 






















































^ hergcr 888.222.7270 > hergo.com 


Open Racks and Enclosure Cabinets 


Offering also: 

■ Command Centers 

■ Data Centers 

■ IT Furniture 

■ Workstations 

■ Tech Workbenches 

■ Mobile Carts 

■ Enclosure Cabinets 

■ Relay Racks 

Hergo - An original 
equipment manufacturer 
is an approved supplier 
to all branches of the 
U.S. Government. 



GSA 


Contract 

GS-29F-0133G 


V hergo YOUR trusted Technical Workspace Solutions since 1992 

56-01 55th Ave., Maspeth, NY 11378 | Tel: 888.222.7270 | Fax:888-410.0671 

Terms, specifications & appearance are subject to change without prior notice • © 2014 hergo 
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PORTABLE A/C 


Create Sc Maintain an 
Environment That M 
Your Mission Critical 


All 
Needs 


WMC-25DD 

MODULAR COOLING W/ 
4- INSTALLATIONS* 

• RACK-MOUNTED 

• HUNG FROM CEILING 

• PORTABLE W/ CASTERS 

• STACKED 1 -ON-1 

‘□PTIDNAL ACCESSORY KITS 


N EW H EAT PU M P 
IB, 500 Btu/h Heating 
i e ,boo btu/h cooling 



ALL U N ITS, 
COLD AIR NOZZLES 
CAN BE REPLACED 
W/ INCLUDED GRILLS 


N EW 

7.5 TON 

□ □□LING UNIT 


800.680.0725 AMERICOOLINC.COM 



Scan td View Cur Entire 
Family df Portable A/C Units 
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iStarUSA® Group 

Premier IPC OEM/ODM Manufacturer 


THE AUDIO/VIDEO SERIES 


iStarUSA's Renaissance Chassis Just Expanded 

iStarUSA’ Industrial Trayless Chassis 



IIP 

.i®i. 



New Products 



Mobile Drive Cage 


TheTrayless 




www.istarusa.com 
80 PLUS 

High Efficiency 80 Plus 
Power Supplies 

H IC4L 

Power Supply 

EAGE SERIES 

External JBOD Tower 


^RADAQE* 

Data Storage 


WS SERIES 

Best Lineup in the Game 

^CLAYTEK* 

Cabinet & Racks 

Accessories 



V- 


727 Phillips Drive, City of Industry, CA 91748 Tel: 1-888-989-1189 Fax: 1-626-301-0588 www istarusa.com 
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Remote environmental monitoring 
from any location, to any device 

Instant notifications & early detection 

^ "SB d> is ™ 



No monthly fees or IT dependencies 

Sensors read water, humidity, 
motion, temperature, etc. 



SENSAPHONE 8 0^0 

Sensaphone.com | 877-373-2700 


©2014 Sensaphone 


Made in USA 



Protect Your Facility... 


Don V Wait Until It’s Too Late! 


Light A Entry 


• MONITOR 

• ALERT 

• LOG 

• GRAPH 
•VIEW 

• RESPOND 

• REPORT 

• PROTECT 


Room Alert ® 


* © m C€ 


AVTECH Software, Inc. • Sales 888.220.6700 • Store EnvironmentMonitor.com • Web AVTECH.com 


8 Processor® • June 27,2014 • Vol. 36 Iss. 13 • Processor.com 






















Unique Features 

i All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresholds 
are met. 


Build Custom Power Solutions 
with Standard Modular Product 

BayTech’s MRP Modular Rack Power system provides reliable power 
distribution with maximum flexibility for receptacle selectionand power input. 



i Optional Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 


BayTech offers three classes of the MRP system. Switched and monitored, 
simply monitored and individual receptacle monitoring. 



SENSOR INPUTS 


i High Retention Cl 3 Receptacle 

Reliable integrated locking clips assure power cord retention. Unique 
to the industry and does away with nuisance wire clips. 

i Reliable PCB Power Distribution 

ISD’s (Insulation Displacement) connectors are faulty and unreliable! All 
BayTech power solutions use reliable PCB power distribution. 

i Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature and 
humidity probes. 


User friendly interface for controlling power to receptacles, monitoring Cur¬ 
rent, Voltage, Watts, Temperature, Humidity, and KW Hour Meter. 


Standard Features 

High and Low Density Models 

• 120/208/AC Single Phase 
208/400VAC Three Phase 
20,30,50,60 Amp Support 
On/Off Reboot Control 
HTTPS, SSH, SSL Access 
Radius, TACACS Authentication 

• Tool less Mounting 


Unique Features 

• Modular Design 

All Circuit Breakers Monitored 

• KW Hour Meter 

Current, Voltage and Watt Meters 
Integrated Locking Cl3 Receptacle 
(Optional) 

Reliable PCB Power Distribution 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 


The Patch Cable: Reinvented 


• Guaranteed-for-life performance. 

• Rugged, lockable, slimline boot. 

• Easy, effective Layer 1 security. 


Optional Locking Pin 



»CDM* 


Info Security 

Preducfe Guide 

2014 


GLOBAL 

EXCELLENCE 



Free 
Sample 


Snagless Boot 
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Patented Design 


blackbox.com/PR14 


BLACK BOX 


1 

Watch the Demo Video 
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Short on real estate, 
high on rack components? 


Introducing CHiD 

High Density Outlet Technology PDU 


> Highest Ratio of 
Outlets to Form Factor 

> High Native 
Cord Retention 

> Up to 65"C Operating 
Temperature 

> Available on Smart 
and Metered PDUs 

> 14 Standard Solutions 

> Customize All Options 
at Build Your Own PDU 


To order HDOT PDUs, visit our online 

Build Your Own PDU tool at servertech.com 



Server Technology 

Quality Rack Power Solutions 

800.835.1515 | www.servertech.com 



a Revolution in Data Center 

Containment Doors! 


Pro-Glide’ J, «■’ jgm 

by Simplex % \ 4 i/F 

• No protruding ® ^ ft 

header or track ■%* J 

assembly. ^SB ■■ 

• Sweep seal and 
perimeter gasket 
provides maximum 
containment. 

• Operates smoothly. 

Self-aligning doors . _ 

require no 
adjustment. 

• Pre-hungJnstalls ^ | 

wide, double doors IiJeSSES i BESEsIggg 
to 72” wide. 

*U.S. patents pending 

Protecting Critical Environments for Over 35 Years 

ilfiyni W™ call us today! 

M SIMPLEX 1.800.854.7951 

ISOLATION SYSTEMS I www.simplexisolationsystems.com I 


^SIMPLEX 

ISOLATION SYSTEMS 


Infra Solution® S 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 


InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inquiry@austin-hughes.com 
fwww.austin-hLighes.coml 

1-510-794-2888 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 



HD KVM Extension over 
the Internet for Physical 

and Virtualized CPUs 

BLACK BOX 


blackbox.com/PR12 
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eC©nnect 



Select the right PDU in just 
3 minutes with our online 
eConnect® Product Selector. 



Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 


Visit www.chatsworth.com/econnect. 


(3G3Q 

www.chatsworth.com 

techsupport@chatsworth.com 

800-834-4969 


l^_l! I Optin' 
Store. 

I Secun 

CHATSWORTH 

PRODUCTS 



Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

CRAGG 

Quality People. Quality Power 



Call 800.972.6600 


Primary, supplemental or emergency cooling for 
data centers, server & telecom rooms 

• Portable and ceiling-mount models • Offices 
nationwide • On call 24/7 


a Atlas Sales & Rentals, Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


www.AtlasSales.com 


MOVINCOOL 

PREFERRED DISTRIBUTOR 


MovinCool, SpotCool & 
Office Pro are registered 
trademarks of DENSO Corp. 




Join the Color Revolution! 


Why Color Coding is Important 

• Identify dual power feeds utilizing both A and 
B power paths for dual-corded equipment 

• Identify and isolate power sources 

• Makes it easier to service equipment 


Why PDU Cables Colored Boxes & Faceplates* 

• Eleven standard Pantone colors to match rack PDLTs and 
colored jumper cords 

• Perfect for color coding RWS/RWA conduit 

• Compliments colored Liquid Tight conduit 

• Available in both 1900 and weatherproof boxes 


There’s no better time to start than TODAY! 

Call today for a free brochure, or visit our website 


PDU Cables' 

866.631.4238 pducables.com 

& / 
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lilND>$ 

CONNECTION PERFECTION 


(888)-865-4639 

www.lindy-usa.com 



USB Port Blocker 

System administrators can physically prevent 
users from connecting Pen Drives, MP3 Players 
and other USB Mass Storage Devices to their 
computers to copy data, introduce viruses, etc. 
The USB Port Blocker is a combined ‘key’ 
and ‘lock’ assembly which plugs into the USB 
port. Simply plug the ‘keylock’ into the port 
and release the latch - the lock remains in place! 
Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
Pink, Green, Blue, Orange, White 



USB 2.0 Slimline Active Extension Cable 

• Compatible with both USB 2.0 and USB 1.1 
devices 

• Connectors: 

Type A USB Male to Type A USB Female 



FireWire Active Extension Cable 

• FireWire Repeater Cable for extending the cable 
length between FireWire devices over distances 
greater than the IEEE 1394 specified limit of 4.5m 




Wireless VGA Compact Projector Server 

• Ideal for use with PowerPoint and other 
presentation applications 

• Connects to the VGA port on your projector 


Infra Power 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V/IEC 208V 
Option : Surge Protection 

EMI Filter 




I Ql 010101 Q| Q| Q| 0| Q| l 

0-010 ( 0| 0| gJi [ 


AUSTIN 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inquiry@austin-hughes.com 

www.austin-hughes.com 

1-510-794-2888 



Tired of Wearing a Watch? 

Get a Wall Clock for your Data Center! 


The ED310 is a high visibility (4” high digits) time of day Ethernet 
wall clock. The ED310’s Ethernet connection allows its internal 
time-of-day value to be periodically synchronized with a local 
computer’s NTP clock across your LAN. The time can be dis¬ 
played in either military format or in AM/PM format. Up to four 
alarm schedules can be defined to trigger either the internal bell 
or any one of four optional relays. 

ED310 Features 

• Four Inch Tall Digital Display 

• Four seven segment red digits 

• Remotely Controlled Timer Mode 

• Web Browser Control Interface 

• Auto SNTP Synchronizing 

• 10/1 OOBaseT Data Rates 

• Optional six digit model 

• Optional Dual/Quad Relay Outputs 

• Optional PoE Power Sourcing 

• Optional Wi-Fi Wireless Access 

The ED310 is designed to be used as a high accuracy time display 
for personnel that can be synchronized to a master system clock 
via the network. Normally, a server computer on the network is 
designated as the master clock and will periodically update the time 
and date on all of the employee time clock (EC305) devices. 


ComputerWise • 1.800.255.3739 • sales@computerwise.com 




Available colors: 


Total Cable 


Solutions 


Let Total Cable Solutions bring some color to dr 
your data center. TCS color power cables can ^ 
help differentiate between main and redundant 
power. These ultra-flexible cables allow smooth installation while 
saving significant cabinet space. TCS color power cables are all UL 
certified and RoHS compliant. 


C(fL0 

POWER CABLES 


Create a strong connection and prevent power cables 
from being accidentally dislodged. SureFIF is compatible 

with most standard power cables. 
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HAVE YOU BEEN TO 
www.PROCESSOR.com LATELY? 

We’ve redesigned the site to make it easier to find the 
product news and technology information you trust! 


A quick way to search for terms, products, and manufacturers - 
A drill-down search to view content by specific product category 


PROCESSOR 

Products, News & Information Data Centers Can Trust. 


SEARCH (Ex AVTECH Room Alert) 


HOME ABOUTUS 


NEWSSTAND 

Plug-Lcvd Power Monitoring 


Featured Content 



SUBSCRIPTION HEADQUARTERS 


COVER | JUNE 13. 2014 

Plug-Level Power Monitoring 


June 13.2014 

View Newsstand 

CATEGORIES 

Clients 

Messaging & Telephony 

Networking & VPN 

Physical Infrastructure 

Security 

Servers 

Services 

Storage 


The STARLINE Critical Power Monitor is a true power monitor, letting 
you see your amperage draw per phase and system voltage, and 
calculated values tor apparent power, reactive power, and kilowatt per 
hour usage (kWh) 


FEATURED PRODUCT | JUNE 13, 2014 

Improving The Transfer Switch 

Raritan's new Inteikgent Rack Transfer Switch uses a hybrid design, 
combtnmg the best elements of both electromechanical relays and 
sScon-controtod rectifiers into ar 


Universal Electric Carp 
www uecofp com 
Phone: (800) 24W378 


Raritan Americas. Inc.. A 


rnyw.reaat.s9m 

Phone: (732) 764-8886 


General Content 



Are Major Network Fixes In The Immediate Future? 


Easy access to read full articles - 

Article Listings provide brief overviews of the latest content added to the site — 
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News 


I SMBs Are Allocating More Time & Budget To Social Media 

A study by Social Media Marketing University conducted in April of this year revealed that more 
than half of domestic SMB marketers are increasing their spending on social media marketing. Not 
only is this demographic dedicating more budget to social media, but also nearly 75% of those sur¬ 
veyed indicate they’re upping time spent using social media compared to last year. Here are related 
statistics from the study: 




Changes In U.S. 
SMB Marketers’ 
Social Media 
Spending, 
April 2014 


7.7 


Decreased investments 
in social media marketing 



I IT & Business Manager Partnerships Key To The Success Of Hybrid Cloud Adoption 

Hybrid cloud computing, according to Gartner, is “a cloud service that spans both private and public 
cloud implementations, or both on-premises private and off-premises private or public cloud imple¬ 
mentations.” This is significant because data can be synced, replicated, and/or migrated between 
both of these cloud computing components. Thus, IT leaders to need to carry out a “cloud services 
brokerage” role so as to retain the trust of business decision makers who need flexible access to 
the hybrid cloud structure. Below are some of the advantages of a hybrid cloud implementation. 


r ^ 

The following are six benefits of hybrid cloud computing, 

according to Gartner’s managing vice president, Milind Govekar: 



Internal private cloud 
computing can help maximize 
asset utilization. Organizations 
can improve scalability and 
maintain external services. 


Cloud computing can 
help with cost-efficiency. It’s 
possible for hybrid cloud computing 
to maximize CAPEX cost efficiency 
“through competition and automated arbitrage.” 


Private 

cloud computing 
ensures isolation. 

Balance new costs and other 
isolation requirements. 


Cloud computing can enable 
high availability and resiliency. 

Utilizing multiple cloud providers, 
organizations can focus on disaster 
recovery and business continuity. 


Cloud computing can 
introduce new functionality 
quickly. For example, companies 
can synchronize and replicate data 
between public and private clouds. 


Cloud 

computing ensures 
a low barrier to entry. 

Take advantage of greater 
implementation flexibility. 



I Tablet Display Shipments In Decline 

In its latest quarterly flat-panel display (FPD) 
report, DisplaySearch reports that shipments 
of tablet displays should reach $342 million 
this year, a marked increase over 80 mil¬ 
lion in 2011. Amidst continued rising sales 
across the tablet computer market, however, 
DisplaySearch points out that “no party can 
go on forever,” and says tablet display ship¬ 
ments have shown their first year-over-year 
decline since the firm began tracking them: 
-4% between April 2013 and April this year. 
DisplaySearch’s message for tablet manu¬ 
facturers: “keep tablet PC on the main stage” 
because of competition from larger-screen 
smartphones, increasingly advanced laptops, 
and other factors. 


I Global Software Market Poised 
For Growth Through 2018 

According to projections found in I DC’s 
Worldwide Semiannual Software Tracker, 
structured data management software, col¬ 
laborative applications and data access, and 
analysis and delivery solutions should see 
a CAGR of almost 9% between 2013 and 
2018. Because businesses are embracing 
a broad range of software, including cus¬ 
tomer relationship management, enterprise 
resource management, supply chain man¬ 
agement, and operations and manufactur¬ 
ing applications, the enterprise application 
category should maintain a 6% CAGR. 
“Enterprises are starting to implement appli¬ 
cations that either didn’t exist or weren’t 
needed in the past, such as commerce 
applications, in all industries, not just retail, 
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News 


but also manufacturing, hospitality, food and 
beverage, and even the public sector,” says 
Christine Dover, enterprise applications and 
digital commerce research director at IDC. 
“IDC is also seeing applications in categories 
that didn’t exist in the past (e.g., subscrip¬ 
tion billing, spend optimization, and revenue 
management) for requirements that may 
have been met using custom applications or 
manual processes.” 



I Immense Growth Forecast For loT 

As research firm IDC points out, the buzz 
about the Internet of Things (loT) market, 
which involves Internet-connected machine 
sensors interacting with computer systems 
and mobile devices on a grand scale, has 
been huge. IDC says that the buzz is now 
becoming a reality and expects the worldwide 
market for loT solutions to reach $7.1 trillion 
in 2020, up from $1.9 trillion last year. IDC 
forecasts the global loT installed base to see 
a compound annual growth rate of 17.5% 
from 2013 to 2020 and anticipates developed 
regions will represent about 90% of those 
installed units. 


I Server Shipments Up, 

Revenue Down 

Gartner’s worldwide server overview for this 
year’s first quarter is straightforward: ship¬ 
ments are up 1.4% year-over-year and reve¬ 
nue is down 4.1%. The details, however, paint 
different pictures depending on the regions 


and server types examined. For example, 
there was a 5.2% revenue increase for x86 
blade servers despite a 3.9% drop in ship¬ 
ments, and in Europe, Middle East, and Africa 
(EMEA), shipments continued to decline but 
revenue showed its first increase in more than 
two years. Adrian O’Connell, research direc¬ 
tor with Gartner, says “We are likely to see 
revenue growth in 2014, but the reality is that 
the market is operating from a significantly 
lower level than it was prior to the downturn 
in 2008.” 


I Consumers Flock To Cloud Services 

While the number of unique customers 
accessing consumer-oriented cloud services 
reached about 2.4 billion in last year, Juniper 
Research expects the total to climb past $3.6 
billion this year. Storage and entertainment 
services are the primary drivers in this area, 
says Juniper. However, unlike some music 
services Juniper points out in its new report on 
the topic, online storage services are not gain¬ 
ing a substantial number of premium subscrib¬ 
ers from their large and growing user base. 

As for entertainment streaming, Juniper says 
that market might be hampered if the Federal 
Communications Commission doesn’t main¬ 
tain an “open Internet.” 


I AIM Market Growing, 

Becoming Pivotal 

Gartner’s latest look at the application infra¬ 
structure and middleware (AIM) market 
shows that it reached $21.5 billion in world¬ 
wide revenue last year, a 5.6% increase over 
the previous year. Fabrizio Biscotti, research 
director with Gartner, says there is “a grow¬ 
ing interest toward newer offerings, such as 
platform-as-a-service [PaaS], low-latency 
messaging, complex event processing, and 
in-memory data grids.” Gartner points to 
cloud computing, loT, mobile, business intel¬ 
ligence (Bl), and in-memory computing as 
AIM market areas of strength. Biscotti says 
we’re seeing “the early days of the idea of 
‘integrated business,’ where it is not only 
applications or processes that are intercon¬ 
nected, but also sensors and things.” 


I Survey Sheds More Light 
On BY0D & Security 

In a 2013 fourth quarter survey of 995 U.S. 
workers who use a private device for work 
purposes, Gartner found that almost half of 
those surveyed use their devices for a combi¬ 
nation of productivity and social tasks through¬ 
out the day. This increases the risk that 
cyberattacks on those devices “can result in 
data loss, security breaches, and compliance/ 
regulatory violations,” says Meike Escherich, 
principal research analyst with Gartner. About 
25% of respondents say they experienced a 
security issue with their phone last year, but 
just 27% considered it necessary to report 
the incident to their employer. “For a bring 
your own device [BYOD] program to work,” 
says Escherich, “there has to be strict policy 
enforcement and compliant users—an issue 
that CIOs and IT directors are grappling with 
right now.” 



I Supply Chain Management Market 
Grows, Vendors Maintain Status Quo 

The supply chain management (SCM) and 
procurement software market grew 7.3% last 
year to become a $8.9 billion market by year’s 
end, according to Gartner. Chad Eschinger, 
research vice president with Gartner, says 
that cloud computing is having a minimal 
impact “on traditional on-premises license 
sales outside of the procurement market,” and 
while he acknowledges growth rates are high 
for the cloud, he says “many of the deals are 
for specific functionality, rather than full suite 
deployments.” In terms of vendors, the top 
10 SCM and procurement software vendors 
retain dominance, together holding 55.3% of 
the overall market. 
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HOW TO 


Manage Employee 
Use Of File Sharing 

What Enterprises Can Do When Workers Turn To Public Cloud Services 



Today’s increasingly 
mobile workers desire tools that 
let them access files anywhere, 
anytime, and on any device. If 
an organization doesn’t support 
the ability, workers will turn 
to consumer file-sharing/docu- 
ment-collaboration services to 
acquire it. Even in organizations 
that do offer those capabilities, 
many users opt to use consumer 
solutions anyway, which can 
open up numerous data- and 
security-related issues. 

Although most organizations 
know the benefits of file shar¬ 
ing and document collaboration, 
some aren’t aware of the preva¬ 
lent usage of consumer services. 
Conversely, some users aren’t 
aware of the risks of doing so. 
The following explores the situ¬ 
ation and provides measures to 
manage file sharing. 

What To Know 

Studies and research point to 
the popularity of file-sharing/ 

Get Started 


document-collaboration services 
among workers, with many indi¬ 
cating workers need access to 
files away from the workplace 
to do their jobs. Consumer ser¬ 
vices are enticing because they 
are free and easy to acquire, 
support multiple devices, and 
are sometimes easier to use than 
company-provided solutions. 

As Tim Banting, Current 
Analysis principal analyst, says, 
employees are using these servic¬ 
es because they make their lives 
easier. “Traditionally, teamwork 
solutions have been fairly com¬ 
plex to work with,” he says. 

Similarly, Bud Porter-Roth, 
principal consultant at Porter- 
Roth Associates, says some 
legacy enterprise-level solu¬ 
tions don’t make collabora¬ 
tion easy away from the office. 
Consumer solutions, he says, 
put users—rather than IT—in 
control, make collaboration 
quick and easy, and require 
essentially no learning curve. 


Jeff Boles, senior analyst at 
Taneja Group, says these cloud 
services have “unleashed a fairly 
innovative level of data access 
to unstmctured file data” that lets 
users store, protect, and access 
data from pretty much anywhere, 
anytime—“a far departure from 
what the enterprise has typically 
enabled in the past.” 

A traditional enterprise infra¬ 
structure might limit file access 
to on-premises or remote 
access or VPN, he says, “which 
is a world away from having 
it available at your fingertips” 
on a mobile device or work/ 
home computer. For workers 
conducting 24/7 work, Boles 
says, using these services isn’t 
a “malignant behavior but an 
empowerment behavior.” 

Cause For Worry 

Control, compliance, data 
loss, and security are primary 
issues for enterprises concerning 
cloud-based file-sharing/docu¬ 
ment-collaboration services. 
When workers use such services 
to share and store company files, 


Key Points 


• Workers often turn to consumer 
file-sharing services when they 
feel company-provided solu¬ 
tions aren’t meeting their needs. 

• Many vendors of consumer file¬ 
sharing services are providing 
enterprise-level security and 
administrative control features. 

• Implementing clear policy 
regarding use of public file¬ 
sharing services is key in 
managing file sharing. 


organizations lose control over 
their data and are banking on 
the service’s security and user’s 
discretion. Banting says given 
recent incidents, IT managers 
are being forced to make dif¬ 
ficult decisions regarding secu¬ 
rity, regulatory compliance, pri¬ 
vacy, and cloud-based storage. 

Deploying your own consum¬ 
er-style file-sharing solution that 
meets users’ needs is an option, 
but Ben Dickie, senior consulting 
analyst at Info-Tech Research 


Implementing a clearly defined acceptable use policy regard¬ 
ing file sharing is good starting point, says Info-Tech Research 
Group Senior Consulting Analyst Ben Dickie. Policy should 
outline what users can and can’t upload to services and penal¬ 
ties for breaking policy. Beyond providing employee training, 
organizations should ensure employees read the policy and 
sign off on it. Ultimately, company leaders should strive to 
protect the enterprise but not create a policy that’s excessively 
restrictive as there’s no point in deploying a file-sharing service 
that workers are too frightened to use. 
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Group, says an aversion to the 
cloud is a major obstacle for 
many organizations. Such appre¬ 
hension is decreasing, but con¬ 
cerns about the security of com¬ 
pany information is still a barrier 
for some CIOs, he says. 

Porter-Roth says although file- 
sharing/document-collaboration 
services are typically secure, 
users aren’t always as security- 
minded. File-sharing services 
essentially create information 
silos, Porter-Roth says, as a file 
could be saved on a user’s hard 
drive and in a company docu¬ 
ment-management system, with 
the file-sharing service, and other 
services the employee uses. 

Dickie says many file-shar¬ 
ing vendors are focusing more 
on security by offering strong 
in-transit and at-rest encryp¬ 
tion and policy-enforcement 
administration tools. 

How To Manage Usage 

Banting says IT must inves¬ 
tigate why users prefer con¬ 
sumer services to company- 
provided ones and address 
these issues. Companies can 
consider protecting documents 
by looking into where they’re 
stored and using information 
rights management to pro¬ 
tect sensitive documents from 
being viewed, edited, or dis¬ 
tributed by unauthorized per¬ 
sonnel. He also notes some 
enterprise-level services are 
looking at introducing two- 
factor authentication and audit 
logs of user access. 


Porter-Roth recommends 
determining the service the 
company wants to use, acquir¬ 
ing a company subscription, and 
requesting all company busi¬ 
ness is done via this edition. 
Companies can ban personal 
services from internal networks 
after establishing a company 
standard, but the best approach 
is “to allow a file-sharing service 
by making it a company standard 
application,” he says. 

Apoorv Durga, senior ana¬ 
lyst at Real Story Group, rec¬ 
ommends companies involve 
key IT staff to assist with criti¬ 
cal data management, security, 
and integration challenges and 
involve key business stake¬ 
holders in ensuring a solution 
addresses practical needs and 
is relatively easy to use. 

Also look at the security the 
solution provides holistically 
(authentication, authorization, 
encryption, data center security, 
and physical security); firmly 
grasp SLAs before purchasing an 
enterprise-level solution; perform 
a content inventory if needed 
and categorize documents based 
on confidentiality and security 
requirements; and anticipate data 
and process integration points 
before getting started. 

Recent Info-Tech Research 
Group research regarding 
cloud file-sharing vendors 
indicates that many support 
full IT administration, securi¬ 
ty, and audit controls and some 
support private/public data 
storage options. 


Action Plan 

Taneja Group Senior Analyst Jeff Boles offers these rules of 
thumb for companies concerning file sharing: 

A good fit. Decide if the file-sharing challenges you’re facing 
are a good fit for cloud services. 

Level of trust. Determine if the company is geared to trust 
public cloud services. 

Assess. Evaluate solutions, realizing many have abilities 
geared to enterprise security requirements. 

Target use. If you’re building a solution internally, determine 
the targeted usage, think about the scope, and determine 
users’ needs to drive strategies. 

Apply security. Decipher how extensive security require¬ 
ments regarding data control and access, devices, encryp¬ 
tion, data loss prevention, and other elements must be. 


Top Tics 

Recognize. Employees turning to file-sharing, document- 
collaboration, and other consumer services in large numbers 
may indicate there’s a greater need for file collaboration and 
data access. 

Benefits. Companies culturally suited to trust public cloud 
services may find enterprise-level file-sharing tools are rela¬ 
tively inexpensive, provide global accessibility, and require a 
relatively small commitment. 

Assess. Determine the company’s tolerance for risk and 
ensure file-sharing tools being considered can provide the 
administrative controls the company needs. 
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SIX QUICK TIPS 


Get Better Vision & Control 
Over Installed Applications 

Improve Enterprise Application Management & Maintain Policy 



It’s likely there are far 
more applications installed in 
your enterprise than IT is aware 
of. Worse, it’s also likely many 
of those users have installed the 
applications without the orga¬ 
nization’s approval, which can 
introduce all types of issues 
related to licensing, compli¬ 
ance, security, and data loss. 

Info-Tech Research Group 
has seen many companies 
that, upon investigation, dis¬ 
cover they have 1,500 to 
2,000 applications installed, 
and “you just can’t manage 
that,” says Sandi Conrad, 
senior consulting analyst. 

Especially given how easy 
it is today for workers to 
install hosted applications, 
including consumer-oriented 
file-sharing services, prac¬ 
ticing and understanding the 
importance of solid applica¬ 
tion management has never 
been as important. 


Understand The Ins & Outs 

Today, practicing good 
application management 
means an enterprise has 
established baseline perfor¬ 
mance metrics, which should 
help indicate potential prob¬ 
lems, says Eveline Oehrlich, 
vice president and research 
director at Forrester Research. 

Also key is understanding 
that applications are dependent 
on many entities, including 
end-user performance, appli¬ 
cation servers, middleware, 
databases, and network com¬ 
ponents, thus discovery of an 
application and its components 
in order to manage it from the 
service perspective is impor¬ 
tant, she says. Further, depend¬ 
ing on the application, trans¬ 
action management can often 
more precisely indicate what’s 
occurring vs. managing com¬ 
ponents, she says. 


Other traits of solid applica¬ 
tion management, Oehrlich says, 
include adopting service man¬ 
agement or event management at 
the component or service level; 
tracking problems to proactively 
resolve them and prevent next¬ 
time issues; tracking changes to 
understand the impact on other 
components/services; operations 
and applications teams working 
together on release management 
and testing; and enabling knowl¬ 
edge management and knowl¬ 
edge transfers via automation 
tools to enhance collaboration. 

Conrad says application 
management boils down to 
understanding the organiza¬ 
tion’s application landscape and 
reducing applications to a rea¬ 
sonable number that don’t com¬ 
pete against each other and that 
fit business rationale. 

Possessing an application 
inventory enables the organi¬ 
zation to pinpoint the primary 
purpose of each department, 
discover how the company can 
best serve each department, and 


ensure there’s a business ratio¬ 
nale behind every application 
provided to the department. 

Limit Access 

Hosted services such as 
file-sharing applications have 
changed the application land¬ 
scape, Conrad says. 

Still, it’s the roughly two- 
thirds of organizations that 
grant some users, if not all, full 
administrative access that have 
application management prob¬ 
lems. Such companies tend to 
have more rogue hosted appli¬ 
cations running, which creates 
huge challenges around patch¬ 
ing, compatibility, critical files 
changed through other applica¬ 
tions, and more, she says. 

These companies also spend 
significant time troubleshoot¬ 
ing, often lack policies regard¬ 
ing installing software, and 
may not receive change logs or 
alerts concerning installation of 
new packages. 

The other third of compa¬ 
nies, meanwhile, have controls 


Restrict Administrative Access 

Sandi Conrad, senior consulting analyst at Info-Tech 
Research Group, recommends looking realistically at how 
much administrative access employees need regarding work¬ 
stations. If certain employees have no need to install or test 
software, for example, there may be no need to fully open 
their systems up for administrative access. 

“There are some options to partially lock down desktops and 
install files you need for, say, Web meetings, but restrict you 
from installing a game that your kid can play on the weekend,” 
Conrad says. 
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implemented to lock down 
applications and keep non- 
approved applications off indi¬ 
vidual PCs and the network and 
have decent processes in place 
to justify/approve software. 

Although there will be some 
employees running applications 
off USB keys or using hosted 
applications that won’t go away, 
Conrad says, Info-Tech rarely 
sees this behavior from a depart¬ 
mental standpoint or from the 
perspective of management- 
approved applications in such 
companies, she says. 

Apply Best Practices 

Applying application man¬ 
agement best practices is 
important, Oehrlich says, 
because “70% of work is 
spent on MTTK (mean time to 
know) when ‘things’ happen.” 
Therefore, capturing knowledge 
concerning an environment 
regarding what’s been done, 
what’s dependent on what, who 
does what, who to call, etc. “is 
a foundational piece of any 
support work, no matter if it’s 
around assets or applications,” 
she says. “Knowledge manage¬ 
ment reduces incidents by 37% 
on average if applied.” 

Conrad says best practices 
entail ensuring applications 
are approved and go through 
an IT and business rationale. 
This confirms IT is looking at 
whether applications are com¬ 
patible and how data will be 
backed up, secured, and shared. 


“If rogue users are using their 
own applications, you have no 
control,” she says. “You may not 
even know that that data is out 
there” or if it’s being backed up. 

Set Policy 

A good first step to improve 
application management is set¬ 
ting policy to ensure applica¬ 
tions meet approval and are 
validated for security, compli¬ 
ancy, and backup requirements. 
Additionally, policy can make 
sure that expenses workers sub¬ 
mit related to application pur¬ 
chases go through asset, procure¬ 
ment, and IT managers. This 
way applications that don’t meet 
requirements are not expensed. 

Further, enforcing out-of- 
pocket expenditures for applica¬ 
tions that don’t meet approval 
goes a long way to prevent¬ 
ing employees from abandon¬ 
ing applications shortly after 


purchase because an application 
didn’t do what the employee 
believed. The key to policies is 
making certain punishments fit 
the impact and that the impact is 
described in policy, Conrad says. 

Conrad also says it’s impor¬ 
tant to use discovery tools to 
learn what applications are 
installed and who is using 
them and to acquire usage data 
to see if certain applications 
are even being used at all. 
Additionally, discovery tools 
typically provide change alerts 


that can tip off IT to when 
installations occur. 

Many smaller companies 
don’t utilize discovery tools, she 
says, because purchasing other 
tools receives higher business 
priority. Some companies that 
do use discovery tools, however, 
have reduced software spending 
by as much as 30% via reduced 
security incidents, decreased 
expenditures, and tighter control, 
she says. “That 30% can fund 
a lot of other business-priority 
projects,” she says. 


Look Outside In 

Eveline Oehrlich, vice president and research director at 
Forrester Research, advises organizations to instrument their 
applications from the outside-in, which means taking into con¬ 
sideration “what is important to the end user.” To do this means 
“one must understand the application usage patterns and the 
end-user behavior patterns,” she says. 


BONUS TIPS: 

Know The Landscape 

Info-Tech Research Group 
Senior Consulting Analyst Sandi 
Conrad recommends that orga¬ 
nizations divide their applica¬ 
tions into categories, including 
applications that are standard to 
everyone (productivity, for exam¬ 
ple), those that are role-based 
(CRM for salespeople), and 
those that are requested with 


guidance or based on a one-off 
need (an autoCAD application, 
for instance). This will help to 
justify applications from a busi¬ 
ness level, ensure applications 
meet approval, and identify what 
software is approved for par¬ 
ticular functions and eliminate 
duplications that can occur. 

Make The Distinction 

Eveline Oehrlich, vice presi¬ 
dent and research director at 


Forrester Research, says that 
organizations should make 
distinctions about what are 
mission-critical and business- 
critical applications. “These 
should get the highest prior¬ 
ity with the highest severity 
and restore values,” Oehrlich 
says. Additionally, she says 
to “move to SaaS as much as 
possible so you can focus on 
the application instead of the 
maintenance of it.” 
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SIX QUICK TIPS 


A Look At The Future 
Of Data Center Cooling 

Full-Immersion, Free-Air Cooling & Better Use Of Your Existing Infrastructure Will Play A Role 



Here’s an understatement: 
your data center needs cooling. 
In reality, as you well know, 
cooling and airflow often rank 
top-of-mind when it comes to 
issues affecting data centers. 
And, in many cases, having 
proper, fully optimized cooling 
can be just as important as the 
servers, switches, and storage 
systems you chose. 

By paying attention to future 
trends in cooling, and mak¬ 
ing a concerted effort to evalu¬ 
ate whether they make sense 
for your environment, you can 
ensure your data center equip¬ 
ment keeps cool and running at 
peak performance for years. 

Best Practices 

Although there’s a certain 
“coolness factor” with imple¬ 
menting the latest and greatest, 


it’s not always necessary, par¬ 
ticularly if your existing equip¬ 
ment still performs well. 

“For existing data centers, 
before they move to any of the 
newer types of cooling such 
as water, I’d recommend they 
tune their existing systems up 
to get the most out of them,” 
says Ken Koty, sales engineer 
at PDU Cables (866/631-4238; 
www.pducables.com). 

“The majority of data centers 
today are looking to undertake 
improvements to increase cool¬ 
ing efficiency of existing systems 
and infrastructure.” This starts 
with proven best practices, he 
says, such as sealing raised floor 
cable openings, using blanking 
panels to limit airflow bypass, 
investing in hot/cold aisle config¬ 
urations, and implementing cold 
aisle containment systems. 


Most existing data centers 
will want to consider other 
alternatives to boosting exist¬ 
ing cooling systems, Koty says. 
Ideas include installing a drop 
ceiling and using it as a hot air 
return plenum by ducting the 
return intake of all CRAC/ 
CRAH units up into the ceiling, 
placing open egg crate tiles only 
in the hot aisles of the drop ceil¬ 
ing as a draw point into the hot 
air plenum, and fabricating an 
A-frame rack within the ducts 
to as much as double the filter 
capacity of the units. 

Free-Air Cooling 

Free-air cooling has been a 
part of the data center lexicon 
for quite a while. “It seems like 
every cooling vendor is offering 
or developing some approach to 
free cooling,” says Ian Seaton, 
global technology consultant 
at Chatsworth (818/735-6100; 
www.chatsworth.com). 

“It really functions to make 
more free cooling options avail¬ 
able to the data center operator, 


thereby eliminating or mitigating 
some of the traditional trade-offs 
associated with free cooling.” 

One newer development, he 
says, is a standard perimeter 
precision cooling unit (CRAH) 
equipped with a mixing box 
coupled to the outside, allowing 
a data center to gain access to 
free cooling without dramatical¬ 
ly altering the appearance of the 
data center as well as deploying 
cooling in much smaller-capaci¬ 
ty increments than possible with 
central package units. 

Daniel Bizo, analyst, data 
center technologies, at 451 
Research, says two important 
issues factor into whether free- 
air cooling will work for your 
data center: location of the 
data center (mild or cool cli¬ 
mates are preferred) and qual¬ 
ity of air (particles, gases) and 
risk to increased air contami¬ 
nation (proximity of industrial 
sites, large cities). 

The data center’s tempera¬ 
ture set point is a key part in the 
effective use of free-air cooling, 


Consider The Chiller Plant 

There’s a lot of talk about the benefits of free-air cooling, and one 
benefit that isn’t always considered is the possibility you’ll be able 
to get rid of a chiller plant. “Chiller plants use a substantial amount 
of energy to cool a unit of thermal power,” says Daniel Bizo, ana¬ 
lyst, data center technologies, at 451 Research. “Most operators 
still retain chiller plants as a safety net should the stars align in the 
wrong way (high IT load on an exceptionally hot and humid day, 
pushing the data center over its allowed operating range).” But 
some operators are brave enough to get rid of chillers, he says. 
“Savings come from not only not buying and installing chiller units, 
but also from not paying for UPS system and diesel generator 
capacity that would have been provisioned because of the chill¬ 
ers’ energy need. We are looking at eliminating 5 to 10% of the 
CAPEX for a new data center with free-air cooling only.” 
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Bizo says. Operators should 
consider ASHRAE guide¬ 
lines, which suggest that all IT 
systems can handle up to 80 
degrees Fahrenheit on the cold 
aisle but even 90 degrees is 
not a problem, he says. “Most 
IT vendors won’t take issues, 
although older IT equipment 
may not be validated for such 
conditions—operators need to 
audit the IT on supported oper¬ 
ating ranges.” 

Full-Immersion Cooling 

Liquid cooling, either full 
immersion or direct contact, 
is becoming more important 
in data centers, Seaton says. 
“Even though liquid cooling 
will generally have a good ROI 
and relatively reasonable pay¬ 
back period, I don’t see those 
economics being the primary 
driver for adoption; rather, den¬ 
sity and performance will likely 
be more important drivers to 
liquid cooling adoption.” 

Bizo agrees. “The infrastruc¬ 
ture needed for immersion 
cooling is likely to be smaller, 
while it supports higher power 
densities (beyond lOOkW per 
rack) than what air-based sys¬ 
tems can achieve.” 

The question, Seaton says, 
is how much those benefits are 
worth. “Regardless of whether 
you’re working with a micro¬ 
processor liquid cold plate or 
a board-sized liquid cold plate 
or an immersion tank, you’re 
going to need to either open 


up and work inside the server 
chassis or you’re going to buy 
custom servers designed for 
the application.” 

Other Concepts To Consider 

Not all cooling technolo¬ 
gies destined to have important 
roles in future data centers are 
exactly “new.” Koty cites sev¬ 
eral examples: creating hot air 
return plenums, reconfiguring 
cold air feeds through channels 
and ductwork, using compu¬ 
tational fluid dynamics (CFD) 
to more precisely position and 
use perforated floor tiles, and 
investing in localized fans and 
dampers at individual racks to 
provide precision cooling for 
trouble spots. 

Rather than perimeter-based 
cooling, you might also consid¬ 
er in-row and rack-based cool¬ 
ing. With in-row cooling, Koty 
says, you place CRAC/CRAH 


units blowing directly down the 
various rows of servers, provid¬ 
ing a more efficient delivery of 
cool air to racks and cabinets 
In rack-based cooling, he says, 
cooling units are directly mount¬ 
ed to or within the IT racks. 


“Compared with room-based 
or row-based cooling, the rack- 
based airflow paths are even 
shorter and exactly defined so 
that airflows are totally immune 
to any installation variation or 
room constraints.” 


Use Cases For Full-Immersion Cooling 

With all the talk about full-immersion liquid cooling, where is it 
practical? Daniel Bizo, analyst, data center technologies, at 451 
Research, says data center managers who battle with chronic 
cooling issues should consider using immersion cooling to create 
a high-density zone. Another use case would be where the data 
center lacks space but needs to deploy a large compute farm. 

Ian Seaton, global technology consultant at Chatsworth 
(818/735-6100; www.chatsworth.com), says, The need for 
speed and the willingness to open up the box and introduce an 
intrusive cooling technology will more likely occur within the sci¬ 
entific research and research and development communities.” 
One other reasonable application would be with super-high 
densities, such as 50kW per cabinet or higher, he says. 


BONUS TIPS: 

Are Savings Possible? 

“Some of these new technolo¬ 
gies have the potential to save 
money on cooling costs, but the 
added costs for new or different 
infrastructure will cut into and 
potentially negate the savings,” 
says Ken Koty, sales engineer 
at PDU Cables (866/631-4238; 
www.pducables.com. Some new 
cooling techniques can’t be easily 


integrated into existing data cen¬ 
ters, he says. “In order to properly 
implement some of these cooling 
systems, a data center will have 
to be built from the ground up 
around the system and its sup¬ 
porting infrastructure.” Because 
the newer technologies require a 
significant commitment and capi¬ 
tal funding is tight, Koty says, for 
a lot of data centers, testing and 
integration of these new ideas 
will be a slow process. 


Balance Maintenance, 
Specialists 

Koty says some newer cool¬ 
ing technologies promise less 
maintenance because they 
offer increased power capacity 
per rack, use less space, and 
have fewer moving parts. “But 
some of these technologies 
may require specialists to ser¬ 
vice or manage, or may require 
new or specialized equipment 
to facilitate their use.” 
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HOW TO 


Match Your Disaster Recovery 
Plan To Your Business Needs 

Ensure Business Continuity By Testing DR Plans Regularly & Communicating Efficiently 



In the same way you can 
take preventive measures to 
protect a home from both fore¬ 
seeable and unexpected disas¬ 
ters in the future, it’s para¬ 
mount to have 20/20 foresight 
regarding business continuity 
when your enterprise experi¬ 
ences an unfortunate or disas¬ 
trous event. 

Although a disaster recov¬ 
ery (DR) plan might seem 
like strictly a back-burner, 
IT-related project or, even 
worse, a non-priority com¬ 
pany-wide, this could not be 
further from the truth. There 
are plenty of reasons not to 
cut costs when you’re imple¬ 
menting a disaster recovery 
program, and we’ll address 
what you should know about 
synchronizing your DR and 
business requirements. 

What’s At Risk? 

There is one thing at risk 
when an enterprise attempts to 
take the path of least resistance 

Get Started 


with disaster recovery: basi¬ 
cally everything. To be more 
specific, it’s business opera¬ 
tions, customers, production, 
equipment, and revenue that 
are all at risk. 

Mary Shacklett, president of 
analytics, market research, and 
consulting firm Transworld 
Data, says the one of main 
ways businesses cut corners on 
DR is by simply not doing it. 

“It becomes a background 
project that they don’t get to 
because they’ve got all these 
other projects they’re trying 
to get done,” she says. “I have 
actually known companies 
that have lost their business 
because they didn’t have a DR 
plan and they couldn’t open 
shop. They lost revenues and 
their stakeholders got very 
upset. The risk is huge.” 

A few decades ago, 
according to Steve Goldman, 
president of Steve Goldman 
Associates, a crisis manage¬ 
ment and DR consultancy, 



it wasn’t as serious when 
a data center went down. 
But now “some companies 
cannot be down for more 
than multiple seconds, oth¬ 
erwise they start losing rev¬ 
enue and customers.” 

Shacklett agrees in that 
there is nothing more impor¬ 
tant when you’re in a disas¬ 
ter than having a plan. “Of 
course the catch to that is 
that when you’re not in a 
disaster it’s the last thing that 
gets done. It’s the business 
on the line.” 

Get Down To Business 

What key DR component 
does any company need to 
have in place at all times? A 
strategy, more or less. 

Goldman says you need 
to focus on critical busi¬ 
ness functions, which should 
include recovery time objec¬ 
tives (how long a business 
can be without data), process 
exercises, and a communica¬ 
tion plan within IT for talking 
to stakeholders. 


Key Points 


• Determine which parts of your 
business absolutely need a 
DR plan and then work with 
department managers. 

• Test DR procedures often 
(every quarter, for instance) 
and thoroughly, so that you’re 
prepared when/if a real prob¬ 
lem occurs. 

• Create clear DR scripts and 
work with cloud vendors to 
ensure total failover. 


Adrian Sanabria, senior 
security analyst 451 Research, 
says enterprises should update 
and maintain disaster recovery 
as if it were also production. 

“It’s no good to switch 
over to DR and find that 
your Tier 0 application 
won’t run because the DR 
environment is three releases 
behind,” Sanabria says. “If 
DR will be expected to sup¬ 
port a full production load, 
plan it as such.” 


“Matching business requirements with IT requires good com¬ 
munication and executive support,” says Adrian Sanabria, 
senior security analyst 451 Research. “Both should be involved 
at every stage of DR planning and maintenance.” Once you 
have this perspective, prepare to test each step of your disas¬ 
ter recovery plan. If you know you’ll need to cut corners in 
certain departments, don’t make the decision to do so until 
you’re 100% positive you’ll have an opportunity to test the plan, 
Sanabria says. 
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Placing the emphasis on 
specific processes, Shacklett 
says businesses need to focus 
on six to 10 mission-critical 
systems. “If they do what they 
can to make their DR plan 
tightly focused, the questions 
should be, ‘What do I abso¬ 
lutely have to have vs. what 
would I like to have?’” 

Testing Is Everything 

If you were to choose a 
critical DR procedure that 
the experts could agree on, 
it would be testing. Without 
testing how your plan could 
potentially unfold in those 
critical moments, your busi¬ 
ness will be unprepared. 

Shacklett says a lot of busi¬ 
ness continuity and DR pro¬ 
cesses can sound good on 
paper, but you don’t want to 
find out that they don’t work 
during a disaster. “Because 
it’s so difficult to get every¬ 
body [departments and man¬ 
agement] together, I encour¬ 
age quarterly tests,” she says. 
“Pick out two or three sys¬ 
tems to test each quarter, so 
that they don’t have this huge 
thing they have to do.” 

To illustrate this method 
of testing, Sanabria offers an 
example involving a large 
retailer that would test DR 
once a quarter. “They’d actu¬ 
ally switch production over to 
DR once every three months 
and run the DR environment 
as production for a full week 
before switching back.” She 


says the first few tests were 
difficult, but the outcome was 
worth the dedication, because 
“they never worry about 
whether their DR environment 
will work.” 

Understand that you can’t 
assume that only systems or 
facilities will go down in a 
disastrous event. Rather, you 
must consider how your enter¬ 
prise can operate in a bare- 
bones capacity. How will you 
get back online? Have you 
communicated to your colo¬ 
cation service provider what 
steps you will take? Who will 
pass along information effi¬ 
ciently within your organiza¬ 
tion and communicate with 
the public? 

Remember, in the end, 
Shacklett says, “the worst thing 
you can do is not say anything 
about the disaster.” 


Action Plan 

Know what you must protect. You might feel pressure to 
create a DR plan for every business component, but this is 
not realistic. Choose from those that are mission-critical. 

Test, test, and test again. The experts liken good DR 
procedures to a car’s brakes or air bags and to a fire extin¬ 
guisher: Make sure they are executable and safe, because if 
you have to use them, they will get the job done. 

Don’t be passive and assume. It may seem right to leave 
more of the DR preparation in IT’s hands, but protecting your 
enterprise is just as much about business continuity as it is 
about data center redundancy. 

Take into account the cloud. Although you might feel 
secure in the amount of time and resources you’re dedicat¬ 
ing to your business DR plan, if you work with a cloud ven¬ 
dor, be sure to discuss what testing and backup steps it has 
implemented prior to signing any service-level agreements. 


Top Tips 

Ensure urgency at the C-level. “Don’t take shortcuts once your DR processes are in place, or 
you could risk ending up with an out-of-sync DR environment,” says Adrian Sanabria, senior secu¬ 
rity analyst 451 Research. “Since we don’t know when a disaster will strike, that’s a situation that 
seems less risky than it really is. Make sure that the importance of having and maintaining a DR 
plan ready to execute is supported all the way up to the executive level.” 

Create clear DR instructions. People typically don’t act normally under stressful circumstanc¬ 
es, and this applies to high-anxiety DR situations as well. Mary Shacklett, president of analyt¬ 
ics, market research, and consulting firm Transworld Data, says instructions need to be clearly 
documented before the fact. For example, if you need to create and test a DR script for the 
finance department, someone who understands corporate finance procedures should compose 
the document. 
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HOW TO 


Identify Essential Business 
Phone & VoIP Features 

Improve Workforce Communication By Choosing A Cost-Effective Telephony Plan 


In today’s connected cul¬ 
ture, it seems as though we’ve 
determined there are never too 
many ways to for people to get 
in touch. Apply this notion to 
business-to-business and busi- 
ness-to-consumer telecommu¬ 
nications, and what you end up 
with is a long and varied list 
of business phone and VoIP 
features employees can utilize. 

As a result, it’s important for 
enterprises to funnel down to 
the communications capabili¬ 
ties that are essential to effi¬ 
cient business operation. We’ll 
take a look at which of these 
features are necessary, what 
additional features are useful, 
and how cost may impact your 
VoIP and other telephony pur¬ 
chasing decisions. 

What You Need Plus More 

Matching VoIP and busi¬ 
ness phone solutions to your 
enterprise needs isn’t about 
finding a one-size-fits-all 


telecommunications package, 
but rather, you should look for 
features that will boost overall 
productivity and efficiency. 

Helen Ayres, PR execu¬ 
tive at 3CX (404/465-3660; 
www.3cx.com), says this is 
especially true with today’s 
increasingly mobile work¬ 
force. She says that the No. 
1 functionality is enabling 
employees to “answer their 
office calls on all of their 
mobile devices, giving staff 
the ability to stay in touch on 
the go.” 

Additionally, the presence 
feature allows employees to 
see whether their colleagues 
are available to take a call, 
Ayres says, which means 
that businesses with multiple 
offices and remote workers 
can stay connected. 

In the basic host VoIP tier, 
IDC Research Manager Amy 
Lind says the following fea¬ 
tures are standard: unlimited 


Get Started 

According to Faisal Ghaus, vice president of TechNavio 
Research, businesses need to do detailed homework before 
signing up for VoIP plans. “To make proper service plans, a 
company should understand its network infrastructure well... 
[and] consider the number of users on VoIP and Internet con¬ 
nection capacity.” Ghaus says in order to understand which 
service would best suit a company’s business needs, decision 
makers should consider the differences between cloud-hosted 
or internally hosted VoIP 



local/domestic long-distance 
calling, auto-attendant, call 
waiting, call forwarding, 
caller ID, voicemail, and 
voicemail-to-email. 

Lind says that the avail¬ 
ability of other features var¬ 
ies widely depending on ser¬ 
vice provider and what type of 
advanced features the provider 
might bundle together such 
as simultaneous ring, sequen¬ 
tial ring/find-me follow-me 
(receiving calls according to 
location and on any number of 
devices), and more. 

How To Choose Features 

Upon initial consideration, 
a business VoIP plan that 
includes every feature pos¬ 
sible may seem like the right 
direction to go, but in real¬ 
ity you might be paying for a 
number of features you don’t 
truly need. 

“The features required 
from a phone system will 
depend on each individual 
business. A feature which 
may be of use to one will be 


Key Points 


• Know what your enterprise’s 
basic telephony needs are and 
consider what will improve pro¬ 
ductivity and efficiency. 

• Don’t waste budget on fea¬ 
tures you don’t use, but plan 
for what you might need. 

• Take into account data con¬ 
nectivity options and the 
broad range of fees that are 
associated with VoIP and 
telephony upgrades. 


a waste of money for anoth¬ 
er,” 3CX’s Ayres says. “It is 
therefore essential that busi¬ 
nesses consider in advance 
what they really want from 
their phone system, both in 
the short and long term.” 

Ayres says that without 
forward-looking planning, 
businesses risk purchasing 
not only the wrong features, 
but potentially the wrong 
type of phone system. “A 
business’ choice of PBX will 
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define the lifetime costs of 
their phone system.” 

Ayres says that at the other 
end of the spectrum, enterpris¬ 
es should be aware of “seem¬ 
ingly low-cost appliance-based 
PBX” systems. Why? Because 
they can be difficult to manage 
when they don’t run on a main¬ 
stream operating system, “leav¬ 
ing a business with a large bill 
for external technical support.” 

Before You Go VoIP 

In addition to consider¬ 
ing costs for a VoIP plan 
and potential infrastructure 
upgrades, be sure to narrow 
down what you’re looking for 
in terms of data connectivity. 

To offer a comparison, Lind 
asks, “Is it an over-the-top 
(OTT) VoIP solution where 
the customer is expected to 
bring their own bandwidth/ 
broadband connectivity, or is 
access already bundled with 
the hosted VoIP solution, i.e., 
dedicated access, broadband, 
MPLS [multiprotocol label 
switching], etc.?” 

These questions are impor¬ 
tant because you’re weighing 
the benefits of a “best-effort 
solution” that Lind says does 
not deliver quality of service 
or service-level agreements. 
“That means that the voice 
quality may be susceptible to 
jitter and packet loss because 
it is going over the public 
Internet,” she adds. 

Lind also says you should 
confirm what’s included in 


the monthly per-seat pric¬ 
ing, such as service activa¬ 
tion fees, installation fees, and 
other rates. 

Gathering employee feed¬ 
back should also be a prior¬ 
ity in your research strategy. 
“What do employees like/ 
dislike about their current 
phone service/system? Does 
the hosted VoIP solution 
offer the features they like? 
Do those features cost more 
per month?” 

Although this enterprise 
transition requires deep-dive 
planning and plenty of price 
comparison, Faisal Ghaus, 
vice president of TechNavio 
Research, says VoIP is an effi¬ 
cient and reliable telecommu¬ 
nications system that allows 
any business to achieve sub¬ 
stantial success. 


Action Plan 

Before you switch your enterprise from a traditional telecommu¬ 
nications service to VoIP, address the following business needs 
outlined by Faisal Ghaus, vice president of TechNavio Research: 

Bandwidth. Managers must be able to determine how much 
bandwidth will be needed for VoIP. 

Router. Choosing a low-quality router is a costly mistake 
that will eventually degrade call quality. 

Power failures. VoIP does not work when the power goes 
out, so it is essential to install a power backup system. 

Quality of services. Network managers need to figure out 
if the same or different networks are being used for mak¬ 
ing voice calls and other Internet use. Using a slow Internet 
connection for both work (i.e., making voice calls and other 
Internet usage) together might lead to low call quality. 


Top Tics 

Ask about VoIP service providers. When it comes to digging up the details about potential VoIP 
service providers, Amy Lind, research manager at IDC, says to ask, “Does the service provider 
offer managed cloud-based security, i.e., managed firewall, antivirus/spyware protection, anti-spam 
filtering, etc.?” and “Does the service provide offer businesses the option of installing equipment 
(IP-based phones, customer premises-based equipment) themselves or does a technician do 
the install?” 

Minimize tech support costs. Helen Ayres, PR executive at 3CX (404/465-3660; www.3cx.com) 
says that by selecting a software-based PBX, which can be largely managed internally, businesses 
can keep tech support costs down and rarely require assistance from external consultants. 

Don’t forget data integration. TechNavio Research Vice President Faisal Ghaus says that data 
integration is “essential to figure out where to put your company’s time and energy. VoIP service can 
provide bandwidth utilization information that allows you to view data usage over a period of time.” 
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HOW TO 


Set Up Or Improve 
A Hot Aisle/Cold Aisle Layout 

Efficient Cooling Relies On Ensuring Proper Airflow & Preventing Air From Mixing 



Cooling is always a hot 
topic in data centers because it is 
essential to ensuring the opera¬ 
tional efficiency of your equip¬ 
ment, but it can also contribute 
to higher operating costs if not 
done correctly. Hot aisle/cold 
aisle containment is a popular 
approach to cooling that aims 
to not only improve efficiency 
but also maximize your over¬ 
all cooling investment. Here 
are some ways to either devel¬ 
op a hot/cold aisle strategy or 
improve your existing approach. 

Basics Of Containment 

A hot aisle/cold aisle layout 
ensures that cold air is entering 
cabinets in the right spot and 
that hot air isn’t being exhaust¬ 
ed out of one cabinet and into 
another. The floor design itself 
basically breaks down to mak¬ 
ing sure all rack enclosures are 
facing front to front and back to 
back, says Matt Burkle, national 

Get Started 


channel and international busi¬ 
ness development manager 
at HM Cragg (800/672-7244; 
www.hmcragg.com). 

“You can supply cold air to 
the front-facing rows and have 
a heat removal plan for the 
rear-facing rows.” This type 
of setup ensures that only cold 
air flows to the cold aisle and 
into a cabinet’s intake, while 
the hot air can be routed away 
from other equipment. 

If you’re just getting started 
with a hot/cold aisle strategy, 
it’s important to determine 
whether your equipment can 
support it. 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says that 
some older servers actually take 
air in on the left side and dis¬ 
charge out the right side. “So 
IT folks would line them up 
right next to each other and they 
would just keep getting hotter.” 


Fully embracing hot aisle/cold 
aisle containment might mean 
you need to purchase new 
equipment that pulls cold air in 
through the front and exhausts 
hot air out the back. 

Improve Your Existing Setup 

For companies already using 
hot aisle/cold aisle contain¬ 
ment, there are many ways to 
improve and refine it to make 
sure your cooling is as efficient 
as possible. One way is to fill 
any empty slots inside of a cabi¬ 
net with blanking panels, so if 
you don’t have a piece of equip¬ 
ment in there, you can blank 
those unused areas. Otherwise, 
you’re just going to get bypass 
air going through there that’s 
really doing nothing, Koty says. 

Koty also remembers a spe¬ 
cific situation where he was 
working in a data center trying 
to make improvements to its hot 
aisle/cold aisle setup. This par¬ 
ticular facility had a drop ceiling 
and so Koty and his team devel¬ 
oped a system where hot air 
would be routed, through both 


Key Points 


• Understand the basics of hot/ 
cold aisle containment and 
look for new ways to improve 
your current layout. 

• Balance your airflow to make 
sure you aren’t overcooling 
or undercooling certain areas 
and impacting efficiency. 

• Prevent hot and cold air mix¬ 
ing to make sure the air you 
are paying to cool flows unim¬ 
peded to the equipment. 


natural heat rising and suction, 
up into ducts that directly led to 
the air-conditioning units. Then, 
utilizing the AC filters, Koty 
was able to double the intake, 
improve the efficiency of the 
AC units, and generate an extra 
ton of cooling per unit. 

It’s important to find these 
little ways you can improve 
efficiency, because even if you 
have “the right cabinets, do 
the blanking, and use brushed 
grommets where you’ve made 


IT teams can sometimes not immediately see the benefits of 
embracing a best practice, says Ken Koty, sales engineer at 
PDU Cables (866/631-4238; www.pducables.com). A facilities 
manager may need to put his foot down when it comes to hot 
aisle/cold aisle containment. Koty encountered a situation where 
a data center had five long aisles of cabinets in a row and want¬ 
ed to add two more. The IT team assumed the old way would 
work, but Koty said he had to implement a best practice instead 
to get them started on the right track. “You have to explain to 
them that you have to start somewhere,” he says. 
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floor penetrations, you’re get¬ 
ting close to 40% of your elec¬ 
trical operating costs just to 
cool the data center,” Koty says. 
“Even if you’re doing every¬ 
thing you can, it’s a consider¬ 
able cost, so you can imagine 
how bad it can get if you’re not 
following a best practice.” 

Balance The Airflow 

Airflow balance is another key 
aspect of cooling efficiency. Matt 
Regalado, critical environment 
specialist at Simplex Isolation 
Systems (800/854-7951; www 
.simplexstripdoors.com), equates 
the process to pouring a liquid 
from a pitcher into a pint glass. 
“You have all of this excess, and 
what’s happening is that if you 
don’t balance the airflow, you’re 
using way too much air condi¬ 
tioning for the area that you’re 
trying to cool.” 

Overcooling can lead to inef¬ 
ficiency and higher costs, but 
by making some small tweaks, 
you can improve performance. 
“Once you implement the hot 
aisle/cold aisle containment, you 
build instant redundancy into the 
air conditioners that you have,” 
Regalado says. “If you’re already 
getting it done with what you’ve 
got, you’re going to be ultra-effi¬ 
cient and have a backup for some 
type of catastrophic failure.” 

Avoid Hot & Cold Air Mixing 

A major component of 
hot aisle/cold aisle contain¬ 
ment is to make sure that hot 
air doesn’t mix with cold air, 


which means you need to “route 
it to a heat removal function 
with no bleed-over into areas 
where cool air is supplied and 
consumed,” says Ian Seaton, 
global technology consultant 
at Chatsworth (818/735-6100; 
www.chatsworth.com). 

“It doesn’t matter whether 
those heat removal functions 
are CRAH or CRAC coils, row- 
based cooling unit coils, econo¬ 
mizer heat rejection fans, cabinet 
door-equipped coils, or rotating 
energy recovery wheels.” Seaton 
says you need to make sure 
the air that you “spend money 
to cool” isn’t allowed to bypass 
your IT equipment “before it gets 
rejected or re-cooled.” 

By preventing cold and 
hot air from mixing, you can 
achieve a low standard devia¬ 
tion, which means that you can 
maintain a 79-degree server 


operating temperature, for 
instance, “while you’re supply¬ 
ing 75 or 76 degrees from your 
cooling equipment,” instead 
of being required to supply 
55-degree air to achieve the 


same operating temperature. 
“These higher supply tempera¬ 
tures equate to lower operating 
costs for chillers and more free 
cooling hours through any type 
of economizer,” Seaton says. 


Action Plan 

For new setups. Do as much research as possible into hot 
aisle/cold aisle containment before you get started. Make 
sure your equipment and your facility are properly set up to 
support this approach and won’t derail the implementation. 

For existing setups. Don’t become complacent with your 
current layout because there are always refinements to be 
made. Find new ways to route hot air away from equipment 
and cold aisles to maximize efficiency. 

Monitor and adjust. Put a monitoring solution in place so 
you can check temperatures, detect hot spots, and use that 
information to fine-tune your overall cooling approach. 


Top Tics 

Every data center is different. Hot aisle/cold aisle containment should be considered for almost any data 
center, but the layout may be different. ‘Take a hard look at your facility,” says Matt Regalado, critical envi¬ 
ronment specialist at Simplex Isolation Systems (800/854-7951; www.simplexstripdoors.com). “If you have 
a facility that has a 16-foot ceiling, you don’t want to do a hot aisle in there because it doesn’t necessarily 
make a lot of sense. But if you have an 8-foot drop ceiling and can use that area between the drop ceiling 
and the hard deck, you can use that to recirculate the air back down to the air conditioning.” 

Monitoring is key. “The only way you will know if your hot/cold aisle configuration is working is if you 
have an efficient and productive environmental monitoring solution,” says Matt Burkle, national channel 
and international business development manager at HM Cragg (800/672-7244; www.hmcragg.com). 

He recommends finding one that gives you a real-time view of your data center while alerting you to any 
environmental parameters that exceed set thresholds. Such an approach makes it possible to “adapt to 
ever-changing IT infrastructure and react to any urgent situations that arise,” he says. 
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SIX QUICK TIPS 


Strategies For Integrating 
Macs In The Enterprise 

Assess Compatibility & Address IT Obstacles To Bridge The Windows-To-OS X Gap 



Every so often the enterprise 
market experiences a subtle, yet 
impactful change instigated by 
industry manufacturers. That 
being said, it’s probably not an 
overstatement to say that Apple 
is seemingly ushering in a sea 
change with its recent MacBook 
Pro price reduction, rollout of 
OS X Mavericks, and comple¬ 
mentary iWork upgrades (with 
the purchase of a new Mac or 
iOS device). 

All hype aside, if they haven’t 
already done so, many enter¬ 
prises will need to prepare for 
integrating Microsoft and Apple 
hardware and software. We’ll 
explore what this transition 
means for businesses and what 
strategies are working thus far. 

Adoption Is Slow, 

But It’s Happening 

If you’re the manager making 
purchasing decisions for your 
company, you’ve likely already 


had to address the gradual, user- 
introduced incorporation of iOS 
devices and the like. 

According to Irwin Lazar, 
vice president and service 
director at Nemertes Research, 
major issues with Mac incor¬ 
poration up to this point have 
been the inability to manage 
Macs on the network and soft¬ 
ware incompatibility. However, 
“with most desktop manage¬ 
ment suites supporting Mac, 
and with most software either 
being browser-based or having 
Mac and Windows versions, 
incompatibilities are no longer 
a major issue,” Lazar says. 

When looking at Mac imple¬ 
mentation from a fiscal per¬ 
spective, Mark Tauschek, 
principal consulting analyst 
at Info-Tech Research Group, 
says a small price drop is prob¬ 
ably not enough to make Mac 
hardware compelling on the 
desktop and laptop side. 


Even so, “MacBooks and 
MacBook Airs are finding their 
way into the enterprise through 
BYOD,” he says. Users who 
are given a choice, particularly 
those in tech companies, often 
pick Macs, he says. They’re 
also entering companies at the 
executive level and within niche 
industries such as graphics- 
intense organizations. 

“It’s taking much longer on 
the desktop and laptop side, 
which is to be expected. The 
iPhone and iPad found their 
way into the enterprise sim¬ 
ply because they were new and 
there was nothing else really 
like them,” Tauschek says. 

Anticipate Your Challenges 

As with any significant con¬ 
version or integration, there 
are unforeseen complications. 
Lazar says IT resistance is 
often a problem to overcome. 
“They are already well set up 
to support Windows machines, 
so they may not want to add to 
the mix,” he says. 


In addition, he cites the 
aforementioned latent software 
incompatibilities, perceived 
high costs (especially up-front 
costs), and security risk due 
to the accessibility of built- 
in Web cameras as potential 
obstacles that could impede 
Mac integration. 

Another significant prob¬ 
lem, Tauschek says, is com¬ 
bining management and vis¬ 
ibility in a common manage¬ 
ment interface. Companies 
might see this as daunting 
when they start this initiative 
and wonder how they can deal 
with applying policy, authen¬ 
tication, patches, and software 
updates, he says. 

Tauschek says it’s really not 
all that much more daunting 
than when you carry out this 
initiative with Windows, but 
companies might say, “We’ve 
been doing it with Windows 
for so long, it’s second 
nature.” He says this is simply 
fear, uncertainty, and doubt 
getting in the way. 


Key Considerations When Integrating Macs 

Mark Tauschek, principal consulting analyst at Info-Tech 
Research Group, says enterprise adoption of Apple hard¬ 
ware and software boils down to three considerations. For 
starters, look at your total cost of ownership. Ask, “What 
does it cost to run these things over three, four, five years— 
as long as our refresh cycle is?” The second consideration is 
the familiarity of your users. Most people aren’t familiar with 
OS X and some training will be required, he says. Lastly, he 
suggests taking into account your ability to support Macs, 
including areas such as the service desk, imaging, design, 
and application choices. 
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Evaluate All Strategies 

Incorporating Macs into 
your workflow doesn’t have 
to happen in one fell swoop. 
In fact, there are a number 
of strategies that are already 
working for companies that 
are embracing the intermin¬ 
gling of OS X and Win¬ 
dows environments. 

For instance, Lazar says 
you can incorporate Mac sup¬ 
port into desktop management 
systems to implement access 
control, software maintenance, 
and logging. 

“Create capabilities for Mac 
users to share information and 
self-support—blogs and com¬ 
munity software are useful 
for this purpose,” Lazar says. 
“Evaluate TCO for Mac and 
alternative platforms to dis¬ 
cover if higher up-front Apple 


hardware costs are offset 
by lower support costs (often 
they are).” 

Lazar says that Nemertes 
Research often sees a longer 
depreciation for Macs in addi¬ 
tion to a high satisfaction rate. 
“Some companies even use 
Mac availability as a hiring 
perk,” he says. 

Support & Manage 

If your IT team isn’t ready 
to provide full support for 
an influx of Apple hardware 
and software, there’s another 
option available: Apple Care. 
Lazar says you can use Apple 
Care for hardware support and 
send employees to your local 
Apple store for repairs rather 
than involve IT. 

He also says you should 
“audit all applications to 
ensure that they can support 


both Mac and Windows and 
close any gaps.” 

In terms of visibility, it’s criti¬ 
cal to find a solution for effec¬ 
tively administering OS X, iOS, 
and Windows platforms. Why? 


Because ultimately the chal¬ 
lenge is management, Tauschek 
says. “If I can get visibility into 
mobile, OS X, and Windows 
through one common interface, 
that’s pretty compelling.” 


Expect To Monitor A Mixed-Client Environment 

Because the majority of enterprises are primarily Windows- 
based companies, you’ll most likely work with a mixed envi¬ 
ronment (Windows and OS X platforms together) and manage 
policy through Active Directory, says Mark Tauschek, principal 
consulting analyst at Info-Tech Research Group. The biggest 
integration piece is with Active Directory: applying common 
policies, authentication, basic security policy, and functionality 
of all the devices that touch the network,” he says. 

Broadly speaking, however, this configuration is partly about 
cost and partly about compatibility, Tauschek says. “Most 
enterprise applications that run on the client are going to 
be Windows-based applications and may not have an OS X 
equivalent, so that’s one of the challenges.” 


BONUS TIPS: 

Investigate What 
You’re Diving Into 

When determining how Mac 
hardware will fit into your enter¬ 
prise environment, think twice 
before you go down a path of 
trying to have corporate-issued 
and fully supported MacBooks, 
says Mark Tauschek, principal 
consulting analyst at Info-Tech 
Research Group. “From a 


hardware perspective, you’d 
have to make a really compel¬ 
ling case for the additional cost. 
Do your homework on the first 
and most important part of 
integration, which is authentica¬ 
tion and policy assignment.” 

On the iWork side, remember 
that the de-facto standard for 
office suites and documents is 
Microsoft Office, Tauschek says. 
“If you want to communicate 
with the outside world with 


presentations or word process¬ 
ing documents or spread¬ 
sheets, it’s going to be with 
Office. Compatibility is the key 
issue with iWork and any other 
office suite.” 

Weigh The Benefits 

OS X and Apple products in 
general have a number of 
productivity-oriented capabili¬ 
ties that workers and compa¬ 
nies can benefit from. Irwin 


Lazar, vice president and 
service director at Nemertes 
Research, says the hardware 
is easy to integrate with other 
iDevices and that there’s a 
demand for Macs based on 
their growing use in the home, 
too. Lazar says Macs are 
increasingly more practical in 
business because of “much 
fewer issues with software 
incompatibilities or ‘Windows- 
only’ versions of software.” 
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SIX QUICK TIPS 


Plan For & Perform 
A Server Refresh 

New Servers Can Be More Efficient & Effective When You Know When & How To Upgrade 



Data center servers 
require significant attention. A 
drop in performance creates a 
domino effect that can be felt 
by anyone within the company 
and even by customers outside 
of the organization. 

For every data center, there 
comes a time when new 
demands are placed on a serv¬ 
er or the cost of maintaining a 
server outweighs its usefulness. 
Being able to recognize the 
signs of such occurrences, how¬ 
ever, isn’t always easy. Here are 
a few money-saving and perfor¬ 
mance-enhancing tips for going 
through a server refresh. 

Look At Upgrading 
Components First 

You may assume that a server 
refresh requires an overhaul, but 


it’s possible to simply swap out 
individual components to give 
your servers that extra boost. 

“Provided a customer sticks 
with industry-standard chas¬ 
sis and rack solutions, swap¬ 
ping out components or sys¬ 
tems for higher-efficiency 
models are the most cost- 
effective paths to hardware 
upgrades,” says Don Clegg, 
vice president of marketing 
and business development at 
Supermicro (408/503-8000; 
www. supermicro .com). 

“Depending on supplier and 
processor road maps, a refresh 
can start at the component level 
upgrading HDDs to SSDs or 
installing faster memory and 
higher bandwidth interconnec¬ 
tivity options.” You could also 
upgrade your CPU, the BIOS 


on a motherboard, or other 
components, he says. 

It’s possible to keep your 
existing racks and overall 
infrastructure setup with¬ 
out completely starting from 
scratch. And you can refresh 
over time rather than all at 
once, letting you spread out 
the costs associated with 
server upgrades. 

But if you don’t already 
have standardized racks or 
enclosures for mounting mul¬ 
tiple equipment modules, then 
a server refresh is a great time 
to make that change. 

“Look for server solu¬ 
tions with designs incorpo¬ 
rating sliding rails and tool¬ 
less chassis access for easy 
maintenance and access to 
hot-swap hard drives, power 
supplies, fans, and other 
components that may need 
replacing,” Clegg says. 

Evolve With Your Needs 

Depending on what your 
organization needs—whether 


you’re interested in boosting 
the performance of your servers 
or adding more scalability— 
there’s probably a legitimate 
reason to move forward with 
a refresh. However, cost can 
become a relative term when 
you’re upgrading, according to 
Jag Bolaria, senior analyst at 
The Linley Group. 

“When you look at the 
cost of a data center where 
the servers go into, the cost 
is made up of the server, the 
hardware, the networking 
stuff, plus the distribution of 
power,” he says. “On the basis 
of that, IT managers want to 
look at not just performance, 
but also what the performance 
per watt is (i.e., how much 
performance I am getting for a 
certain amount of power).” 

It’s also important for cor¬ 
porate enterprises and IT 
managers to keep in mind the 
type of methodologies that are 
successful in the public cloud. 
In other words, “if you can 
do a server refresh, you want 


Map Out Your Goals 

Mapping out short- and long-terms goals as well as strategies 
is vital to a successful server upgrade. Mark Bowker, Enterprise 
Strategy Group senior analyst, says that because server 
upgrades often align with new IT projects, applications, or appli¬ 
cation upgrades, it’s important that “IT focus on both the life cycle 
of the application and how it aligns with the expected life of the 
server and account for planned and unplanned scale.” 

IT should also know its options. Too often, Bowker says, IT 
purchases a server with more capacity than needed, which 
provides the comfort of extra headroom but adds expense. “IT 
should understand what the latest processor chipset is on the 
market and what the stated road map of the chip manufactur¬ 
ers are,” he says. “This will help avoid buying into servers that 
are at the end of a product life cycle.” 
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to look in terms of the bigger 
context of your data system 
and not just one machine,” 
Bolaria says. 

For instance, availabil¬ 
ity becomes less important 
because you can pull in many 
different servers and switch 
workloads from one server to 
another in large data centers, 
according to Bolaria. 

An Opportunity 
For New Technology 

Buying new energy-efficient 
servers gives you the option 
of upgrading the base features 
of your server. You can invest 
in not only the features you’ll 
need now, but the features 
you’ll need as your company 
continues to grow. 

Two such features, which 
often go hand and hand, are 
consolidation and virtual¬ 
ization. You may be able to 
replace two or three older 
servers with a single new 
unit, which can free up addi¬ 
tional space for other pieces 
of equipment or increase the 
overall airflow of your data 
center. And you can imple¬ 
ment server virtualization, 
which can lower your costs 
for individual computing 
platforms for employees. 

Identify Your Insecurities 
& Take A Leap 

Mike Matchett, senior analyst 
and consultant at Taneja Group, 
says simply because you can 


justify your upgrades doesn’t 
mean you’ll feel comfortable 
with instigating such a signifi¬ 
cant transition. For instance, 
you’ll probably feel “like you’re 
pulling the trigger at the wrong 
time and just missing the next 
big improvement.” 

He also says, however, 
not to worry about what’s 
beyond the horizon as much 
but instead focus on the reli¬ 
ability of proven solutions. 

“Realize that even though 
computing density is increas¬ 
ing and relative power con¬ 
sumption is declining with 
each server generation, that 
data under management is 
growing and there will always 
be opportunities to deploy 
new workloads to fill back in,” 
Matchett says. 

In the most basic prepa¬ 
ratory terms, Dan Olds, 


principal analyst at Gabriel 
Consulting Group, advises 
ranking server refresh needs 
from most to least critical. 
“I would have a refresh plan 


in place and keep it up to 
date.” In essence, your plan 
would estimate both the 
quantitative benefits and 
costs of a server refresh. 


Become More Energy-Efficient 

Implementing a server refresh provides a great opportunity 
to be more energy-smart and efficient environmentally. Older 
servers will often draw more power than newer, more efficient 
alternatives, so it may be more cost-effective to buy brand 
new servers as opposed to trying to maintain your existing 
ones. Improved energy efficiency can reduce the need for 
constant maintenance and repair, which can free up your IT 
team’s time for other projects. And it can also make your other 
systems more efficient. “Energy consumption for data center 
cooling is rising,” says Don Clegg, vice president of market¬ 
ing and business development at Supermicro (408/503-8000; 
www.supermicro.com). “The only way to curb this runaway 
cost and be more environmentally friendly is to transition to 
energy-efficient servers that operate at higher ambient tem¬ 
peratures and reduce dependency on air conditioning.” 


BONUS TIPS: 

Do More With Less 

“There is no such thing as an 
information recession, [so] 
organizations need to boost 
their return on innovation 
(this would be the new ROI) 
by doing more with what they 
have,” says Greg Schulz, 
senior advisor at Server and 
StoragelO. This can include 
leveraging faster, denser 


servers that can do more 
work per watt, enable room to 
grow, and remove cost while 
boosting productivity. 

Be In Planning Mode 
At All Times 

According to Mike Matchett, 
senior analyst and consultant 
at Taneja Group, planning 
for a server refresh isn’t a 
one-and-done project, but it 
instead involves ongoing 


assessments. “Capacity 
planning and architectural 
evolution planning should be 
constant processes,” he says. 
“Baseline new deployments 
and track the events and 
costs that can creep up over 
time as equipment ages.” 
Ultimately, the three-year 
server refresh cycle is extend¬ 
ing, but waiting as long as 
possible to upgrade should 
not be your goal. 
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SIX QUICK TIPS 


The State Of Cloud 
Security & Compliance 

Service Providers Are Making Strides To Protect Data & Support Regulations 



The cloud has traditionally 
been thought of as a danger¬ 
ous place to store data and 
workloads because it’s pub¬ 
lic, off-premises, and could be 
accessed by outsiders. There 
have also been concerns about 
regulation, with companies in 
regulated industries assum¬ 
ing they can’t store data in the 
cloud because it could fall out 
of compliance. 

But if you haven’t taken a 
look at the cloud tools and ser¬ 
vices in place today, it may 
be time to reconsider, because 
for the most part, cloud pro¬ 
viders are putting security and 
compliance at the forefront to 
make sure that whatever data 
you store in the cloud will be 
accessible and secure. 


Some Concerns Still Exist 

Ed Anderson, research vice 
president at Gartner, says that 
when it comes to issues such 
as pure data protection, many 
cloud providers are current¬ 
ly doing a good job, but that 
doesn’t necessarily mean that 
there are no risks to storing 
your data in the cloud. And it 
goes beyond issues of security 
breaches or hacks, which are 
certainly possible and impor¬ 
tant to consider, to things like 
data privacy and determining 
exactly who has access to your 
data while it’s in the cloud. 

Anderson says that he hears 
from quite a few companies 
that are worried about stor¬ 
ing their data in data centers 


located in the United States 
because of potential “govern¬ 
ment snooping” and that some 
of them ask if it might be better 
to store their data in a Canada- 
based cloud provider’s facility 
or some other location. 

It’s also important to con¬ 
sider how often a provider 
moves your data around from 
one server to another or from 
one facility to another and how 
that may affect compliance. 
Different industries have differ¬ 
ent policies on where compa¬ 
nies can store data, so you have 
to make sure that the cloud 
provider is able to meet those 
needs and help make sure your 
data is always in compliance. 

Choose The Right Provider 

To help overcome most secu¬ 
rity and compliance issues, find 
a cloud provider you can trust 
and one that will clearly explain 
its policies to you. You also need 
to make sure you find a cloud 
provider that puts security at a 
higher priority than others and 


actually makes an effort to fortify 
its cloud security strategy. 

Amy DeCarlo, principal ana¬ 
lyst, security and data center ser¬ 
vices, at Current Analysis, says 
that the cloud, like any other 
environment, really requires 
multilayer protections, which 
can include encryption, identity 
and access management, and 
other security tools. 

Ask your cloud provider 
what solutions it uses and 
make sure you feel comfort¬ 
able with what it has in place 
before you sign an agreement. 
This is especially impor¬ 
tant because even though 
cloud security might be get¬ 
ting stronger in general, com¬ 
panies are moving more and 
more workloads into the cloud, 
which introduces new risks. 

DeCarlo says that “on an 
individual cloud-by-cloud 
basis, providers are doing a bet¬ 
ter job of addressing concerns,” 
but you have to make an effort 
to seek out those specific pro¬ 
viders. They have to not only 


More Cloud Options Than Ever Before 

When the cloud was a relatively new technology and there 
weren’t many providers, it was understandable for companies 
to be a little reticent about storing sensitive information in that 
type of environment. But now, there are many reputable cloud 
providers that put a strong emphasis on security and compli¬ 
ance. And in order to get those benefits, you simply have to 
compare them. 

“You have to make sure your cloud provider meets the compli¬ 
ance and security requirements of your industry,” says Dave 
Bartoletti, principal analyst at Forrester Research. “Two or three 
years ago, not a lot of them did, but today, quite a few of them 
do. Anybody who’s saying we can’t use cloud backup because 
we’re in healthcare, government, or financial services, go talk to 
the cloud providers because that barrier was there a couple of 
years ago, but it’s changing very quickly.” 
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have those security tools and 
controls in place, but also be 
able to “explain what those are 
to their customers,” she says. 

The Comfort Level Is Rising 

Many companies don’t 
decide to make the leap to a 
new technology until it has 
been proven or until other simi¬ 
lar companies implement it and 
sing its praises. If your com¬ 
pany is one that has waited to 
embrace the cloud and is look¬ 
ing for a reason, look no further 
than what DeCarlo says about 
many companies. “[They are] 
expanding their cloud deploy¬ 
ments, and I don’t think they’d 
be doing that if they were over¬ 
ly concerned about what a pro¬ 
vider’s capabilities are.” 

Most of the companies that 
have that comfort level have 
been heavily involved with the 
cloud for quite some time, she 
says, but it’s a sure sign that 
other companies that have been 
on the fence might want to start 
looking at things such as soft- 
ware-as-a-service (SaaS) mes¬ 
saging or collaboration applica¬ 
tions right now, even if most of 
their applications are still run¬ 
ning on-premises, DeCarlo says. 

This popularity and safety 
of the cloud is even more evi¬ 
dent when you consider that 
the government has recently 
started moving more and more 
data over, which is mostly due 
to providers starting to support 
Federal Risk and Authorization 


Management Program 
(FedRAMP) regulations and go 
through the certification process. 

Mainstream Compliance 

Speaking of FedRAMP, 
increasingly more cloud pro¬ 
viders are now willing to sup¬ 
port regulatory compliance ini¬ 
tiatives and actually sign agree¬ 
ments stating that they will take 
certain responsibilities if an 
audit or if, in a worst-case sce¬ 
nario, a breach occurs. 

Regulations such as PCI are 
popular because many com¬ 
panies use payment card ser¬ 
vices and have to store that 
customer information, but the 
aforementioned FedRAMP 
regulation is also popular 
because “government has hit 
critical mass and it’s a huge 
market,” Anderson says. 

This same principle applies to 
HIPAA and other mainstream 


regulations that are widely used. 
Although not all providers offer 
the same level of compliance, it’s 
possible most will in the future 
in order to stay competitive in 
the market. The aforementioned 


features not only help you 
remain compliant, but can also 
help you save costs on internal 
storage and still have the same 
level of access to and control 
over your data. 


Most Startups Are Fully Embracing The Cloud 

Another example of how more and more companies are 
embracing the cloud is evidenced by how most Web 3.0 
startups are actually building their entire businesses in 
the cloud, according to Dave Bartoletti, principal analyst at 
Forrester Research. He says that these companies are actu¬ 
ally storing their core intellectual properties in the cloud and 
aren’t worried about someone stealing it. 

In fact, Bartoletti says that “most cloud data centers are 
more secure at this point than a lot of corporate data cen¬ 
ters,” which means that moving your data to the cloud could 
actually result in a security improvement. If startups are able 
to run their entire businesses out of a cloud environment, 
then you should be able to at least find a few systems to 
safely migrate. 


BONUS TIPS: 

The Cloud As A Target 

Amy DeCarlo, principal analyst 
at Current Analysis, says that 
the question of whether the 
cloud is more secure is a dif¬ 
ficult one to answer. Although 
there have been strides in data 
protection and other areas, 
the cloud is quickly expand¬ 
ing as more and more com¬ 
panies make the move. Will 


this expansion lead to clouds 
become a target for hackers 
more than traditional data cen¬ 
ters because they could poten¬ 
tially steal information from 
multiple companies at once? 
“It’s kind of a tricky question,” 
she says, “but I would expect 
that we would see an escala¬ 
tion and the question is that as 
[the cloud] expands, will cloud 
providers be able to keep up 
with it?” 


Outside The Mainstream 

Ed Anderson, research vice presi¬ 
dent at Garter, says that while 
mainstream regulations, such as 
PCI and HIPAA, are more widely 
supported in the cloud, it may not 
be the case for some companies. 
“HIPAA is one that’s mainstream 
now, but if you worked in a small¬ 
er industry, you may have trouble 
finding that similar sort of support 
for your compliance require¬ 
ments,” he says. 
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SIX QUICK TIPS 


Place Mission-Critical 
Processes In The Cloud 

Is It A Smart Move Or A Dangerous Idea? 



NOW THAT BUSINESSES 
large and small are becoming 
comfortable with the cloud, 
they’re starting to move 
beyond using the cloud for 
relatively simple tasks and are 
considering moving mission- 
critical processes there. 

Is this a smart move? For 
companies that have already 
done this, what has their expe¬ 
rience been like? How do you 
go about determining if this is 
a good option for your com¬ 
pany? What are the benefits? 
What are the potential prob¬ 
lems? Here is some advice. 

Which Processes Fit Well? 

“Reliance on clouds and other 
hosted services for running mis¬ 
sion-critical business processes 


is not new,” says Mark Levitt, 
director, business cloud strate¬ 
gies at Strategy Analytics. 

“For over a decade, many 
organizations have been 
entrusting email, conferencing, 
and CRM to clouds. While 
many business processes have 
been handled with on-premis¬ 
es solutions (sometimes man¬ 
aged by third-party service 
providers), conferencing is one 
example of a mission-critical 
business process that has pri¬ 
marily been hosted in public 
clouds.” This makes perfect 
sense when one realizes that 
conferencing involves people 
from multiple organizations in 
online meetings and webinars. 

What is new in the past 
five years, Levitt says, is the 


growing reliance beyond soft- 
ware-as-a-service (SaaS), i.e., 
applications, to infrastructure- 
as-a-service (IaaS) for com¬ 
puting and storage. “This rep¬ 
resents a far more significant 
threat to corporate data centers 
than simply moving individ¬ 
ual applications to the clouds, 
because IaaS could, over the 
next five to 10 years, render 
many corporate data centers 
not just obsolete, but com¬ 
pletely unnecessary.” 

Email is a good example of 
a process that can move to the 
cloud, says Tim Hickernell, 
principal consulting analyst 
at Info-Tech Research Group. 
“But the key is resources and 
competency. What is it tak¬ 
ing to run your on-premises 
emails today? And remember 
that you’re not simply switch¬ 
ing a tool, but also any tech¬ 
nologies related to (or depen¬ 
dent upon) the tool: Does 
the switch mean that you’re 
forced to upgrade to a differ¬ 
ent version of Exchange? If 


so, there are costs (and lost 
opportunity costs) involved.” 

What Are The Real 
Advantages? 

Public and virtual private 
clouds enable customers to 
more closely match spending 
to demand for IT resources. 
Instead of capital spending on 
corporate data centers with 
capacities to support peak levels 
of demand that are often unde¬ 
rutilized, customers can adjust 
spending upward or downward 
based on actual usage. 

“When there is a need for 
increased capacity to support 
new projects or processes, 
additional capacity can be 
purchased specifically for the 
period of time for which it is 
needed,” Levitt says. Taking 
advantage of aggressively 
priced public cloud servic¬ 
es, customers can buy large 
capacities for short periods 
of time for highly intensive 
computer processing batches, 
rather than having to lengthen 


Mobility & Big Data 

Many companies are struggling to keep up with the needs of an 
increasingly mobile workforce. As more mobile devices require 
access to data and internal resources, data centers may need 
to beef up their infrastructure to keep up with demand. The 
cloud can help, says John Sloan, principal consulting analyst at 
Info-Tech Research Group. For example, you have the option of 
creating personal clouds for employees or mobile cloud applica¬ 
tions, which opens up new opportunities for mobile data access. 

Big data is another major issue where the cloud could prove 
helpful. Companies are dealing with “very large, heterogeneous 
datasets that are coming from a variety of sources,” Sloan says. 
And although you may store much of that data onsite, it’s dif¬ 
ficult to analyze without some outside help. The cloud lets you 
scale up your resources during a particularly large data analy¬ 
sis project and then scale them back down after you’re done. 
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the time or limit the batch size 
when relying on corporate data 
centers. The bottom line is that 
it allows companies to pay 
only for what they need. 

Is It Reliable? Can I 
Count On 100% Uptime? 

A 100% uptime and secu¬ 
rity guarantee is a lofty goal, a 
worthy target for both provid¬ 
ers and customers. But promis¬ 
ing or expecting a 100% guar¬ 
antee is unrealistic and will 
likely disappoint rather than 
reassure cloud customers who, 
after all, would never think to 
offer 100% guarantees for cor¬ 
porate data centers. 

“Despite the best efforts 
of experienced, expert cloud 
providers using the latest tech¬ 
nologies and best practices 
involving system redundan¬ 
cies and layered protection, 


software and hardware sys¬ 
tems will fail and threat pro¬ 
tections will be breached,” 
Levitt says. The real question 
is how quickly the cloud pro¬ 
vider will recover and restart 
cloud services or identify and 
contain breaches and data loss. 
“That’s a reasonable question 
to ask, and that’s what custom¬ 
ers should be asking of their 
cloud providers.” 

How Will The Cloud 
Affect My Bottom Line? 

Whether the cloud proves to 
be less or more expensive than 
the existing corporate systems 
will depend mainly on two 
factors. First, how cost-effi¬ 
cient are current corporate sys¬ 
tems and IT staff? Second, will 
the desired cloud implementa¬ 
tions require a lot of dedicated 
systems or staff? 


“The result of this analysis 
will likely vary by customer, 
cloud type, and cloud provid¬ 
er,” Levitt says. In any case, 
whether the costs end up being 


higher or lower overall should 
be only one of the consider¬ 
ations for choosing to move 
applications and infrastructure 
to clouds. 


Move The Right Apps To The Cloud 

Regardless of whether you’re moving smaller applications or 
mission-critical ones, you need to make sure your move to the 
cloud is as smooth as possible. One of the best ways to do 
this is to make sure to migrate the right data and applications. 
For instance, sensitive data may not have a place in the cloud 
because of security concerns, and applications that don’t run 
well on your in-house infrastructure will actually “run much 
worse in the cloud,” says James Staten, vice president and 
principal analyst at Forrester Research. 

“You want to think about an application that is suited to a 
cloud platform so architecturally it can solve its own reliability 
issues, where it does not need a highly stable, highly reliable 
SLA,” he says. ‘And ideally you want applications that fit the 
economic model of cloud computing.” 


BONUS TIPS: 

Simplify Your Move 
To The Cloud 

There’s a concern that mov¬ 
ing to the cloud isn’t as simple 
as previously thought. That’s 
why companies that haven’t 
jumped into the cloud need to 
do their due diligence upfront 
to make sure they don’t enter 
into a misleading arrangement. 
Speak to your vendor to see 


what services it provides, ask 
what the migration process is 
typically like, and make sure 
the provider will help if you run 
into snags. Be sure to choose 
the solution that’s right for you, 
rather than trying to make your 
infrastructure fit the require¬ 
ments of a specific service. 
“Cloud computing solutions 
typically have the advantage 
of being rapid to deploy with 
low capital cost barriers up 


front,” says John Sloan, prin¬ 
cipal consulting analyst at 
Info-Tech Research Group. 
“Software-as-a-service can be 
rapidly deployed and scaled to 
multiple users without having 
to buy any hardware and wait 
to have it installed, configured, 
and tested.” 

Security Considerations 

Security concerns are one 
of the reasons companies say 


cloud computing isn’t as easy 
or seamless as it should be. 
The first issue is with data 
security and the transparency 
of your cloud vendor. Dave 
Bartoletti, principal analyst at 
Forrester Research, says if 
your cloud provider can’t clear¬ 
ly tell you how it is managing 
your data or what security 
measures it has in place, then 
you might want to consider a 
different vendor. 
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SIX QUICK TIPS 


Implement A “Zero Trust” 
Policy Toward Security 

Reduce Risk & Protect Against Modern Threats By Adopting A Data-Centric Approach 



Answer this question: 
Would you say that data inside 
the network perimeter can 
almost always be trusted, but 
the data outside the network 
perimeter is always a threat? 

If you’re operating by a more 
traditional security model, it’s 
what’s outside the network 
that’s a threat. But in this age 
of evolving networks with high 
availability and access monitor¬ 
ing, you need to place a new 
focus on data, including where 
it’s coming from and who is 
using it, rather than on only the 
network itself. 

This is where the concept 
of the zero trust model comes 
into play. We’ll take a look 
at what zero trust means, how 
it fundamentally changes 


network security protocol, and 
what it would take to imple¬ 
ment this approach. 

Understanding “Zero Trust” 

Forrester Research Vice 
President and Principal 
Analyst John Kindervag origi¬ 
nally developed a framework 
based on the zero trust model 
as an updated architecture that 
positions security as the pillar 
around which every other net¬ 
work transaction tethers itself. 

Kindervag says the pri¬ 
mary building blocks of the 
zero trust concept include the 
following: All resources are 
accessed in a secure man¬ 
ner, regardless of location; 
access control is on a “need- 
to-know” basis and is strictly 


enforced; and inspect and log 
all traffic. 

Essentially, we can no lon¬ 
ger operate by the “trust but 
verify” model—instead it’s 
critical to consider all network 
activity untrustworthy at the 
base level. 

Because mobility is increas¬ 
ingly more dominant in the 
workplace and attacks are 
occurring as a result of poor 
access control, network admin¬ 
istrators must not only moni¬ 
tor the perimeter, but also 
halt malicious traffic, whether 
internal or external, before it 
devastates the enterprise. 

What “Zero” Means 

You can take the con¬ 
cept of zero trust as literally 
as necessary, though accord¬ 
ing to Wendy Nather, secu¬ 
rity research director at 451 
Research, it’s really not zero 
trust when you dive deeper. 

“Systems and entities have 
to trust each other to some 
extent, or they wouldn’t work 


together. But the idea behind 
this model is that you don’t 
just blindly take any input 
you’re given, whether it’s 
from a user, a network packet, 
a database, or a file,” Nather 
says. “Monitoring follows the 
same idea: You don’t make 
any assumptions about what 
you’re looking at, and every 
part of the infrastructure gets 
the same level of scrutiny. 

To that end, monitoring is 
what can ultimately help enter¬ 
prises enforce zero trust and 
similar policies. “Monitoring is 
what is used to discover breach¬ 
es of trust. A policy may be ‘no 
online gaming’, or ‘do not send 
confidential data to Gmail’,” 
says Richard Stiennon, chief 
research analyst at IT Harvest. 
“Monitoring and the notification 
that monitoring is occurring will 
enforce those policies.” 

Upgrade Costs 

Reorienting the way your 
enterprise administers secu¬ 
rity protocol can require 


Assessing The Truth In The “Zero Trust” Model 

The concept of zero trust is nothing new, says Steve 
Wilson, vice president and principal analyst at 
Constellation Research. “The first rule in security for 
decades has been the principle of least privilege: People 
should be given the least amount of access to the 
resources needed to do their job.” Moreover, he says 
tough security has its consequences. 

“‘Zero trust’ is just a slogan. There are elements of truth 
to it. As the old Italian proverb goes, ‘It’s good to trust but 
it’s better not to’,” he says. “That means people will let you 
down. You need to accept ultimate responsibility yourself 
for your own resources.” Looking at the big picture, remem¬ 
ber to hold to your standards and ensure that there are 
checks and balances in place so that you’re the one in con¬ 
trol of risk management within your security architecture. 
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“rethinking a lot of things, 
from architecture all the way 
down to the configuration of 
systems,” according to 451 
Research’s Nather. In fact, 
in her words, upgrading to a 
zero trust model requires a 
level of discipline that many 
enterprises don’t have today. 

“It can mean rewriting 
applications to do their own 
validation and alerting. It 
may also mean adding more 
authentication and controls on 
the users, so you have to keep 
that in mind when you’re 
looking at business process¬ 
es,” she says. 

Stiennon says moving 
toward a zero trust architec¬ 
ture will likely require sig¬ 
nificant costs or upgrades for 
most organizations. “But they 
need to make the investment 


anyway because outside 
attackers are striving to gain 
the same level of trust as insid¬ 
ers by stealing credentials.” 

What You Gain 

So how can an enterprise 
benefit from the differenc¬ 
es in the zero trust model? 
Nather says you’ll find the 
advantages in more portabil¬ 
ity and mobility. 

For example, if your appli¬ 
cation assumes that it’s oper¬ 
ating in a hostile environ¬ 
ment, she says, then it can 
go anywhere to run, includ¬ 
ing in embedded systems and 
mobile devices. 

“Lowering trust and increas¬ 
ing verification both add addi¬ 
tional layers of defense to any 
enterprise systems,” Nather 
says. “It also makes it harder 


for an attacker to jump from 
one system to another, because 
they will find varying types 
of controls that they have to 


evade. An additional benefit is 
that internal security becomes 
as strong as perimeter securi¬ 
ty,” according to Stiennon. 


Trust Has A Limit; Find Your Controls 

When it comes to implementing a zero trust policy, you’re 
looking at what Richard Stiennon, chief research analyst 
at IT Harvest, calls trust interstices. Asking the question, 
“Where in your data paths, networks, and processes do you 
rely on trust instead of technical controls?” can help you 
understand how reliant you are on individual employees 
operating on your network. 

“Most organizations have a strong trust relationship with 
their employees. Follow our policies or lose your job, which 
is great until the threat of losing one’s job loses its impact,” 
Stiennon says. “By having positive security controls in place, 
you can remove the possibility of someone abusing the trust 
put in them. Just as accounting controls which were devel¬ 
oped 100 years ago.” 


BONUS TIPS: 

Inside vs. Outside 

The zero trust model can 
strengthen the security of 
an enterprise’s internal net¬ 
work from the inside out. For 
instance, most enterprises 
have networks that security 
professionals describe as 
“crunchy on the outside, soft 
and gooey on the inside,” 
says Wendy Nather, secu¬ 
rity research director at 451 


Research. “In other words, as 
an attacker, once you get past 
the firewall, you’re home-free. 
A zero trust model makes the 
inside just as hard to break 
into, regardless of where the 
attack starts.” She adds that 
when all the components act 
as though they’re exposed to 
the Internet and don’t trust 
each other without heavy veri¬ 
fication, it strengthens all the 
defenses collectively. 


Don’t Fly Solo: Look 
To Successful Examples 

If your network administration 
team is treading lightly about 
implementing a zero trust 
security program, Nather says 
she would encourage talk¬ 
ing with an organization that 
has already implemented it. 

In fact there is plenty to glean 
from another company that 
has taken this leap forward, 
even if it was unsure about the 


results at the onset. Nather 
suggests that you “find out 
how they started it, how long it 
took, what pitfalls they ran into 
along the way, and how well 
they think it’s been working for 
them.” During your migration, 
consider enabling user ID for 
Web apps, rolling out content 
security rules based on group 
memberships, and ensuring 
that you’re meeting standard 
risk reduction requirements. 
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Buying Tips: 

UPSes 



Power outages, spikes, 
surges, and other power- 
related problems are bound 
to happen. Your best pro¬ 
tection is making sure your 
uninterruptible power supply 
is up to the task. 

Start With The Basics 

Selecting an appropriate 
UPS for your enterprise isn’t 
what you call a simple pro¬ 
cess, but when you’ve done 
your research, it doesn’t have 
to be intimidating. 

Several key factors to con¬ 
sider are the type of equipment 
you’re already operating; how 
many pieces of equipment you’re 
protecting (and their sizes); the 
features you absolutely need; and 
your uptime requirements. 

Learn Load, Runtime 

You need to know the mini¬ 
mum time UPS batteries must 
provide power and the maximum 
runtime needed, says Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pducables 
.com). If you have diesel genera¬ 
tors, typically 15 minutes of bat¬ 
tery backup time is standard. 

“If all you’re looking for is 
enough power to allow a safe 
shutdown, simple inexpensive 
UPS systems may be just fine. 
For mission-critical facilities 
where uptime is paramount, 
a parallel system utilizing 
redundant systems, dual bus, 
or a combination of both may 
be required,” Koty says. 


Purchase the right-sized UPS 
for your needs today. “Too 
small of a UPS system may 
need to be replaced as power 
consumption increases or risk 
failure; too large of a system is 
inefficient,” Koty says. 

Know The Features & Options 

The UPS features your 
enterprise needs depend on 
the protection level required 
for given applications. To start 
with, you need to determine an 
appropriate UPS configuration, 
Koty says. 

“What type of system will 
work best at your facility: stat¬ 
ic or rotary?” With a rotary 
system that has centrifugal 
ride-through, Koty says, you 
will not need batteries. But 
with a small window of ride- 
through time, the diesel gen¬ 
erators must start or your data 
center will go down. 

“If you have dirty power, 
you’ll want a UPS system 
that can handle more than 
just a straight power loss,” 
Koty says. Make sure the 
UPS can handle spikes, surg¬ 
es, swells, or sags. 

You also need to check the 
efficiency rating of the system, 
Koty says. Because it most like¬ 
ly will be running 24x7, a sys¬ 
tem with low efficiency can add 
up in operating costs over time. 

Check For Support & Service 

Koty says to compare vendor 
service and maintenance and 


check the manufacturer’s local 
reps. “Typically you will want 
a maintenance contract that will 
guarantee a 30-minute callback 
and no longer than four hours 
to have a person onsite.” 

Plan For The Future 

Don’t forget to account 
for unexpected additions that 
inevitably crop up. “Make sure 
the system you buy can either 
handle the needs of the data 
center as it will be built out, 
or make sure that it is modular 
in design so that, as electrical 
needs increase, additional UPS 
units can be installed/integrat¬ 
ed without disrupting the exist¬ 
ing systems.” 

If you’re buying a modular 
system, make sure to size the 
input feeds to your system to 
accommodate the maximum 
upgrade size, he says. 

Checklist 


Determine Whether 
It Makes Sense To Buy Used 

There are plenty of used and/ 
or refurbished UPSes on the 
market thanks in part to com¬ 
panies that have gone out of 
business or upgraded UPSes 
with useful fife left in them. But 
Darin Stahl, principal consulting 
analyst at Info-Tech Research 
Group, says to use caution. 

For example, Stahl says, some 
companies are holding on to 
their UPSes until the seven-year 
mark. If that’s the case, he says, 
“Maybe I save some CAPEX, 
but I more than consume that 
in OPEX because of efficiency 
loss if I’m buying used gear.” 
As with any used equipment you 
purchase, make sure to check the 
UPSes carefully, including their 
history, and purchase from a rep¬ 
utable reseller. 


Power and load. Determine your uptime goals and the kW load 
needed. Ensure the UPS you purchase can handle the required 
loads and that it provides sufficient runtime and capacity. 

Available features. Capabilities to look for include UPS configu¬ 
ration, redundancy, and the ability to handle any power anomaly. 
Don’t forget to check the energy efficiency rating of the UPS. 

Protection. Determine warranty, insurance, and guarantee 
requirements available from the manufacturer. 

Plan for the future. Make sure the UPS is modular and can 
be expanded as needed to account for both future growth and 
unexpected additions. 
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Buying Tips: 

Data Center 
Cleaning Services 



A CLEAN DATA CENTER is 
crucial to the performance of 
your physical infrastructure 
and the productivity of your 
workforce, but you can’t rely 
solely on your janitorial staff 
to get the job done. For cer¬ 
tain tasks, you’ll want to hire 
a professional who can get the 
job done quickly and with lit¬ 
tle inconvenience. 

Because there’s a lot rid¬ 
ing on your data center, hir¬ 
ing the best cleaning com¬ 
pany—with the right quali¬ 
fications and experience—is 
essential. Here’s what to 
look for when hiring a data 
center cleaning service. 

Check A Service Provider’s 
Experience & Reputation 

It’s important that you 
don’t rush in to choosing a 
data center cleaning service, 
because there are multiple 
factors to consider that may 
make one firm fit your needs 
better than another. Not 
every data center is created 
equal, and many data centers 
have unique cleaning needs 
that not all cleaning services 
can address. 

You should research what 
cleaning firms offer and also 
look at their reputation and 
guarantees. You must make 
sure the provider has years 
of training in cleaning data 
center environments, includ¬ 
ing floors, ceilings, cases, 
internal components, and 


much more. In addition, 
cleaning companies should 
follow ISO 14644 standards, 
have experience cleaning 
ISO class 8 environments, 
and know how to address 
airborne contamination and 
particulate migration. 

To help narrow your list 
of choices and assist you in 
making an informed deci¬ 
sion, also find out exactly 
what services a cleaning 
firm offers and what kind of 
quality you can expect. The 
cleaning service should also 
be able to provide a detailed 
list of what it cleans and how 
thorough it will be. 

Understand Your Costs 

Cost for cleaning varies 
depending on what a provider 
offers as well as its reputa¬ 
tion. But don’t let price fool 
you. A lot of factors go into 
the overall price of a cleaning 
service, and you should make 
sure you get exactly what 
you’re paying for. 

Be sure to look at what is 
being cleaned for the price 
you pay and the level of 
cleaning being performed. 
There may be specific situ¬ 
ations, such as after con¬ 
struction or in the wake of a 
disaster, where you will need 
more in-depth cleaning ser¬ 
vices than on an annual floor 
cleaning. One type of clean¬ 
ing may take more time than 
another, which could affect 


the overall pricing of the ser¬ 
vice, as well. 

Know What To Clean 

Some parts of your data 
center will need to be cleaned 
annually, while others will 
require quarterly or biannual 
cleanings. But it’s a fairly 
safe bet that, at some point, 
everything in your data cen¬ 
ter will need to be cleaned. 
Create a cleaning schedule 
for the building itself as well 
as the equipment and stick to 
the plan. 

Make sure your cleaning 
schedule covers all access 
floors and floor panels, walls, 
ceilings, light fixtures, server 

Checklist 


racks, UPS units, panels, and 
more. The best cleaning firms 
have practices in place that 
will leave no stone unturned. 

Set Clean Policies So Your 
Data Center Stays Clean 

Between cleanings, institute 
policies that limit the access 
employees have to certain 
areas of the data center as 
well as what they can bring 
into the room itself. If you can 
get your employees to treat the 
data center as a sterile environ¬ 
ment and decrease the amount 
of foreign contaminants, it will 
make the cleaning crew’s job 
easier and potentially lower 
your costs. 


Look for standards. Check to see what standards, if 
any, your provider follows for cleaning. Preferably, it will 
follow ISO 14644 standards and have experience with class 
8 environments. 

Understand who will do the cleaning. Require that the 
cleaning service’s employees be background-checked and 
drug-screened. 

Know what will be cleaned. Get a detailed scope of work. 
What will the company clean, and how thorough will it be? 
What kind of quality can you expect? Consider creating a 
cleaning schedule. 

Follow up. Periodically check the work in progress. 

Make sure the data center stays clean. Decrease the likeli¬ 
hood of foreign contaminants by limiting what types of liquids 
and/or chemicals are allowed in the data center. 
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Buying Tips: 

KVMs 



E 



KVMs aren’t just used in 
the data center or by IT anymore, 
says Richard Dominach, senior 
manager, product management 
at Raritan (800/724-8090; www 
.raritan.com). You’ll find them 
in labs, branch offices, schools, 
factories, and anywhere else that 
PCs, workstations, and servers 
are used, he says. Here’s what 
to look for the next time you’re 
comparing available options. 

Pick A Knowledgeable Vendor 

Mike McCurry, product 
manager for high-performance 
KVMs at Black Box (877/877- 
2269; www.blackbox.com), 
says you need to acquire sound, 
objective, experienced technical 
advice from a KVM provider. 

Chances are, you don’t have 
the time to learn about all the dif¬ 
ferent KVM offerings, so con¬ 
sider the aptitude of the vendor 
you work with, says Jeff Clark, 
president of Lindy (888/865- 
4639; www.hndy-usa.com), and 
be transparent about your needs 
and plans. “A good KVM vendor 
can help place the right system 
in your hands, but in order to do 
that, you must take the time to 
include this vendor in the initial 
planning stages,” Clark says. 

Will Beene, rack specialist 
and technical account manager 
at RackSolutions (888/903-7225; 
www.racksolutions.com), says 
you should choose a vendor that 
you tmst and not one that offers 
just the lowest price. “Designing 
a remote access system can be 


complex and costly, and a ven¬ 
dor that has experience in design, 
installation, training, support, and 
service would be the preferred 
vendor in KVM systems as well 
as other IT projects,” Beene says. 

Check For Quality, Distance 

Beene says organizations that 
are using a range of different 
hardware and operating systems 
should consider an enterprise- 
class switch. “These higher-end 
switches have the ability to sup¬ 
port the different machines as 
needed. The type of keyboard is 
the component that can be the 
limiting factor in some designs.” 

Dominach says video quality 
is also important as computer 
systems move from VGA-based 
analog video to digital video 
standards such as DVI, HDMI, 
and DisplayPort. You need a 
KVM that supports both analog 
and digital video. 

Determine the maximum 
distance you need to con¬ 
nect devices to the KVM, says 
Anthony Yim, general manager 
of Austin Hughes Solutions Inc. 
(510/794-2888; www.austin 
-hughes.com). CAT 6 KVMs 
minimize distance problems; 
CAT 6 cable with an interface 
dongle can support up to 130 
feet without signal weakness. 

Know How Many You Need 

In terms of the number of 
KVMs needed, switches are 
commonly configured in factors 
of eight, similar to a network 


switch, Beene says. “Switches 
can be connected together to sup¬ 
port large numbers of machines, 
and these switches can be located 
in different locations on the prop¬ 
erty,” he says. 

“KVM switches are avail¬ 
able that support a single user 
or multiple users if required. 
The remote access users are 
provided with a Web interface 
that allows the administration 
of the machines as needed.” 

Make Sure It’s Secure 

McCurry says remote access 
is important because 24-hour 
onsite tech support is often cost- 
prohibitive. “Having the ability 
to open a browser and remotely 
access, review, reboot, or update 


a server without traveling back 
to the office is a great method 
of keeping your network healthy 
and employees happy.” 

Buying a KVM with secure 
IP remote access can reduce 
manpower and enable admins 
to gain BIOS-level access to 
servers, Yim says. A KVM 
over IP switch uses an encryp¬ 
tion protocol that will secure 
the data sent over the network. 

Dominach says buyers often 
ignore the security aspects of 
KVM. “Today’s remote KVM 
solutions are extremely powerful 
and can do an incredible amount 
of damage if compromised.” Be 
aware of vulnerabilities with the 
remote management solutions 
embedded in today’s servers. 


Checklist 

Richard Dominach, senior manager, product management at 

Raritan (800/724-8090; www.raritan.com), recommends look¬ 
ing for these features: 

• The ability for out-of-band, BIOS-level, IP-based remote 
access to a variety of servers and data center devices. 

• Options for virtual media and the ability to remotely connect 
a CD/DVD/USB drive/hard drive to data center servers to 
install software, copy data, and even remotely install an OS. 

• A secure KVM solution supporting secure authentication, 
military-grade encryption, granular user permissions, and 
centralized logging. 

• Remote power control. When all else fails and a server is 
locked up, it can be essential to remotely reboot the server. 
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Buying Tips: 

Enterprise 
Mobile Devices 


It wasn’t all that long 
ago that the biggest decisions 
IT managers had to make 
about mobile devices were the 
size and cost of a notebook. 

Nowadays, you have to deal 
with notebooks, smartphones, 
and tablets that are offered in 
a range of sizes, with varying 
degrees of power, and with 
or without touchscreen com¬ 
patibility and a host of other 
features. And employees will 
typically have some input on 
the types of devices they are 
using, because they are often 
familiar with the interface and 
form factor. It all adds up to 
the need to conduct careful 
research and compare devices 
on a number of different fronts 
before you purchase. 

Form Factor 

In its report “Orchestrating 
An Enterprise Tablet Strategy 
That Drives Business Value,” 
Forrester Research found that 
there are more than 10 dis¬ 
tinct categories of touchscreen 
devices, including options 
such as touch-plus hybrids 
(tablets with dockable key¬ 
boards), convertibles (can 
go from tablet to notebook 
modes), and miniature tab¬ 
lets—and these are only cate¬ 
gories for touchscreen devices. 

“There’s no hard-and-fast 
rule, but there are limits to the 
number of devices people can 
comfortably carry with them,” 
the report notes. “Does a 


tablet device supplant (and 
completely replace) a lap¬ 
top, or is the worker carry¬ 
ing a laptop and a tablet? 
This effect varies by indus¬ 
try, occupation, and company 
(particularly where legacy 
applications must be used).” 

In many cases, this comes 
down to talking with manag¬ 
ers and employees about what 
types of devices they need and 
how they’ll be using them. 

Platform 

You also may need to speak 
to managers or individual 
employees about the types of 
tasks they need to perform and 
what platform will work best. 

“If there are critical appli¬ 
cations needed for work, 
they need to be compatible 
with the smartphone,” says 
Michael Battista, senior con¬ 
sulting analyst at Info-Tech 
Research Group. 

“This is where it becomes 
more about platform than 
about the specific phone. 
A platform with a large app 
selection will serve a wider 
range of use cases, regard¬ 
less of the size of the screen 
or the clickiness of the home 
button. This is where iOS 
has an advantage right now, 
though Android is catching 
up quickly.” 

Service & Support 

Ken Dulaney, vice presi¬ 
dent and distinguished analyst 


at Gartner, says to look for 
notebooks and other mobile 
devices that have solid back¬ 
ing from a reputable vendor 
with good service and support 
capabilities. Also, if you’ll 
need them, watch for specific 
technologies that can be use¬ 
ful in supporting enterprise 
management and security. 

“Don’t rely on upgrades, 
but what you need now,” 
Dulaney says. Another thing 
to consider when investing 
in tablets and smartphones 
is support from the mobile 
device management (MDM) 
vendor your enterprise uses, 
because it will be much 
more difficult to manage and 
secure devices that don’t con¬ 
form to your MDM system’s 

Checklist 


capabilities for compliance 
and corporate policies. 

The Extras 

Getting your job done with a 
smartphone or tablet may require 
some helpful accessories. 

“Keyboards, in particular, 
are often necessary for tablets 
being used as creation (rather 
than consumption) devices,” 
Battista says. Some use cases 
might require other accessories 
(for example, a cradle for using 
a tablet as a point of sale termi¬ 
nal, or a thick case to ruggedize 
the tablet for use in hazardous 
situations or just to protect it 
from toddlers when the user 
brings it home). Make sure the 
chosen tablet is compatible 
with necessary accessories.” 


Talk. Ask workers what mobile devices they are familiar with. 
For example, it may help if they already own a Windows 
8-based PC or an Android or iOS tablet, because they’ll be 
familiar with the ins and outs of how to make it work. 

Support. Ensure that any notebook, tablet, or smartphone 
you purchase can run the applications and mobile apps 
employees will need to get their jobs done. 

Go small. Choose the smallest device that gets the job done. 
The bigger the device, the less likely the workforce will want 
to travel with it. 

Work all day. Consider how the mobile device will work with 
monitors and docking hardware, if available, for effective use 
throughout the workday. 
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PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


JUNE 

AITP Long Island - 
Annual Boat Trip 
& Meeting 

June 27, 11:30 a.m. to 4 p.m. 
The Lauren-Kristy 
Bay Shore, N.Y. 
www.AITP-LI.org 

JULY 

AITP Washington D.C. 

July 10 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 

AITP Twin City 

July 24, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group_ 
content_view 

.asp?group=75779&id=125369 


AUGUST 

AITP Pittsburgh 
Golf Outing 
Scholarship 
Fundraiser 

Aug. 2 
7 a.m. 

Butler’s Golf Course 
800 Rock Run Road 
Elizabeth, Pa. 

www.aitp-pgh.org/golf-outing.html 

Core Solutions 
of Microsoft Exchange 
Server 

Aug. 4 

New Horizons Greensboro 
7019 Albert Pick Road 
Suite B 

Greensboro, N.C. 
www.nhgreensboro.com 


AITP 

Washington D.C. 

Aug. 14 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
www.aitpdc.org 


AITP 
Twin City 

Aug. 21,7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group_ 
content_view 

.asp?group=75779&id=125369 


SEPTEMBER 

DatacenterDynamics 
Converged Seattle 

Sept. 4 

Hyatt Regency Bellevue 
Seattle, Wash. 

www.datacenterdynamics.com 
/conferences/2014/seattle-2014 


AITP 

Wheeling 

Sept. 10 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 
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Upcoming IT Events 


AITP 

Research Triangle Park 

Sept. 11 

NC State University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 


AITP 

Washington D.C. 

Sept. 11 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 

SharePoint 

TechCon 

Sept. 16-19 
Boston, Mass. 
www.sptechcon.com 

AITP Twin City 

Sept. 18, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group_ 
content_view 

.asp?group=75779&id=125369 


Administering Windows 
Server 2012 

Sept. 22 

New Horizons Charlotte 
9140 Arrowpoint Blvd., Suite 400 
Charlotte, N.C. 
www.nhcharlotte.com 


High Performance 
Computing for Wall Street: 
Show & Conference 

Sept. 22 
Roosevelt Hotel 
Madison Avenue & 45th St. 

New York, N.Y. 
www.flaggmgmt.com/hpc 


Interop New York 

Sept. 29-Oct. 3 
New York, N.Y. 
www.interop.com/newyork 


AITP Akron 

Sept. 30 
Akron, Ohio 
www.akron-aitp.org 


OCTOBER 


DatacenterDynamics 
Converged Chicago 

Oct. 1 

Hyatt Regency McCormick Place 
Chicago, III. 

www.datacenterdynamics.com 
/conferences/2014/chicago-2014 


AITP Wheeling 

Oct. 8 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP Research 
Triangle Park 

Oct. 9 

NC State University Club 
4200 Hillsborough St.; Raleigh, N.C. 
www.rtp-aitp.org 


AITP Washington D.C. 

Oct. 9 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 
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Physical Infrastructure 


PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 


To list your company and products, 
call (800) 247-4880. 


|ike 

Fike is a globally recognized supplier of products and services that protect 
people and critical assets from dangers such as fire, explosion and over¬ 
pressurization. With nearly 70 years experience manufacturing products rang¬ 
ing from rupture discs and explosion protection systems, to fire suppression 
and fire alarm systems, Fike offers reliable solutions for customers around the 
world. Fike’s goal today is the same as it was in 1945—deliver exceptionally 
reliable safety products that exceed customer expectations. 

Products Sold: 

• Fire Suppression • Explosion Protection 

• Detection and Control • Pressure Relief 

• Fire Alarm • Oil & Gas 


(816) 229-3405 1 www.fike.com 


Physical Infrastructure 


@ Raritan. 

Know more. Manage smarter." 

Founded in 1985, Raritan has become a leading provider of power and energy 
management, DCIM and KVM solutions. Our products are in use at more than 
50,000 locations worldwide, including eBay, Cisco, Intel, NASA, and the United 
States Post Office, giving IT departments the tools they need to increase power 
management efficiency, better manage data center changes, improve data cen¬ 
ter productivity and enhance branch office operations. 

Products Sold: 

• Intelligent Rack Power Distribution Units 

• Energy Management Software 

• Data Center Infrastructure Management 

• KVM and Remote Access Management 


(732) 764-8886 I www.raritan.com 


Physical Infrastructure 


COMPUTERWISE. 

ComputerWise, a privately held U.S. based corporation founded in 1971 as 
a provider of off-the-shelf as well as custom software and systems for the 
manufacturing marketplace, has since 1981 manufactured factory data collec¬ 
tion systems and equipment. Our product line consists of compact keyboard/ 
display units, networking hubs (TIM1B) and concentrators (TLD2), plus appli¬ 
cation software. 

Today ComputerWise manufactures a wide-range of data collection terminals, 
both stationary and portable, as well as Ethernet based terminals and our 
EC305 Ethernet Time Clock and EC305-FP Biometric Time Clock. 

Products Sold: 

• Data Center Wall Clocks 


(800)255-3739 I www.sales@computerwise.com 


Physical Infrastructure 




Physical Infrastructure 


# BLACK BOX 


Black Box is a leading technology product solutions provider that helps 
customers build, manage, optimize, and secure their networks. The company 
is a single source for cabling, cabinets and racks, localized cooling, power 
and surge protection, environmental monitoring, and more. Black Box also 
offers a best-price guarantee and FREE, live, 24/7 U.S.-based Tech Support. 


Products Sold: 

• Acoustic IT Enclosures 

• Cabinets & Racks 

• Cables & Patch Panels 

• Console Servers 

• Cooling 

• Datacom 


• Industrial 

• Infrastructure Hardware 

• KVM 

• Networking 

• Power 

• Remote Monitoring 


(877) 877-2269 I www.blackbox.com 


^ Atlas Sales & Rentals. Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


Atlas has specialized in portable air conditioning since 1979 and leads the 
industry in server room and data center portable cooling. We offer “24/7” 
response from company-owned, full-service offices around the country, each 
stocked with a wide inventory of equipment for primary, supplemental, or 
emergency cooling. All portable items are available for sale or rental. Atlas is a 
Preferred MovinCool® Distributor and a GSA Certified MAS Contractor. 

Products Sold: 

• 1 -5 ton portable air conditioners, air and water-cooled 

• 12-ton portable coolers designed to roll through a standard doorway 

• Ceiling-mount air conditioners - full line of MovinCool® packaged a/c units 


(800) 972-6600 I www.AtlasSales.com 
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Physical Infrastructure 


Total Cable 

I I Solutions 


Total Cable Solutions (TCS) provides a wide range of products from copper 
keystone jacks to custom bundled fiber cables. All products are manufactured 
with TCS’ highest quality, in factories that are ISO-9001 and TUV Certified. All 
of our cable lines meet or exceed EIA/TIA RoHs standards. 

Products Sold: 

• Fiber patch cords 

• Pre-terminated multi-fiber trunk cables 

• CAT5e and CAT6 patch cables 

• Fiber and copper patch panels 


(888) 235-2097 I www.TotalCableSolutions.com 


Pf! SIMPLEX 

T ISOLATION SYSTEMS 


Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


(877) 746-7540 I www.simplexisolationsystems.com 


Physical Infrastructure 



CHATSWORTH PRODUCTS 


Chatsworth Products (CPI) is a global manufacturer providing voice, data products, 
and service solutions that optimize, store, and secure technology equipment. We 
offer innovation, configurability, quality, and value with a breadth of integrated system 
components, covering virtually all physical layer needs. Unequalled customer ser¬ 
vice, technical support, and industry-leading distributors, assures customers that CPI 
is dedicated to delivering products and services designed to meet their needs. 


Products Sold: 

• Cabinet, Containment 
& Enclosure Systems 

• Thermal Management 

• Wall-Mount Systems 

• Cable Management 


• Power Management 

• KVM Systems 

• Environmental Monitoring & Security 

• Seismic Protection Systems 

• Cable Runaway and Tray 


(800) 834-4969 I www.chatsworth.com 


Physical Infrastructure 


HIND^ 

CONNECTION PERFECTION 

LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 

Products Sold: 

• Networking Products • Audio / Video • KVM 

• Sharing, Converting, Extending • USB and FireWire • Input Devices 

• Hardware and Security • Add-On Cards • Power 

• Cables • Adapters • Much more! 


(888) 865-4639 | www.lindy-usa.com 


Physical Infrastructure 


AUSTIN 


Physical Infrastructure 

BayTech f 


MM 


Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


BayTech was founded in 1976 and, since the 1990s, has developed unique 
products for remote power management. The company uses printed circuit 
board instead of wires for a better, more resilient connection between the data 
center equipment and the receptacle. BayTech provides an extensive Web site 
with brochure downloads, warranty information, and reseller support and also 
offers evaluation units for data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 


(510) 794-2888 I www.Austin-Hughes.com 


523-2702 I www.baytech.net 
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Physical Infrastructure 


PDUCables 

Innovator in data center efficiency 

PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 1 www.pducables.com 


Physical Infrastructure 


SL AVTECH 


AVTECH, founded in 1988, manufactures hardware and software for users 
at all skill levels to easily monitor environmental conditions in IT and other 
facilities. Their Room Alert® products will monitor, alert, log, graph, view, 
respond, report, and protect. Over 130,000 customers across 179 countries 
makes AVTECH a proven market leader, allowing ‘Disaster Prevention’ 
instead of ‘Disaster Recovery’. Protect your facility today with AVTECH’s 
Room Alert®. 

Products Sold: 

A full range of Room Alert® monitors, sensors, and software for temperature, 
humidity, heat index, power, flood/water, smoke/fire, airflow, room entry, 
outdoor and fluid temperature, fuel and water tank levels, panic buttons, oil, 
sound, light, and more. Alert by text, email, SMS, phone, and more. 


(888) 220-6700 I www.AVTECH.com 


Physical Infrastructure 


< HM CRAGG 

Quality People. Quality Power. 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


(800) 672-7244 I www.hmcragg.com 



Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks • Computer desks 

• Enclosures/cabinets • Cable management 

• Motorized workstations • Power management 

• Flat-panel arms 


(888) 222-7270 | www.hergo.com 


Physical Infrastructure 


Server Technology 

Quality Rack Power Solutions 


Server Technology is committed to the PDU market with the largest group of 
engineers dedicated to power distribution and other solutions within the equip¬ 
ment cabinet. Advancements in device power monitoring help data centers 
monitor and improve their efficiency, and continuous research and develop¬ 
ment is fueled by companies that look to Server Technology for their custom 
cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet Power Sensing (POPS), 
Rack Mount Fail-Safe Transfer Switch, Console Port access with remote power 
management, Switched, Smart, Metered, Basic, and -48 VDC 


(800) 835-1515 I www.servertech.com 


Physical Infrastructure 



AmeriCool, Inc. is the official sales, marketing, and distribution company for 
Weltem Air Conditioning products in North America. Our AmeriCool portable 
air conditioners are built to the highest standards in the industry and offer 
unbeatable performance, reliability, and value. With products ranging from 1 
to 5 tons, we offer air-conditioning solutions to companies small and large. 
Due to the wide operating range of our product, 24/7 cooling capability, and 
rugged design, our product is a great solution for mission-critical needs and 
harsh industrial applications. 

Products Sold: 

• Portable Air Conditioning Units 


(800) 680-0725 I www.americoolinc.com 
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Storage 


SENSAPHONE 

REMOTE MONITORING SOLUTIONS 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 


iStarUSA® Group 

Boasting more than 20 years of experience in the industrial computing 
market, iStarUSA Group has made its mark in the design and manufacture 
of rackmount chassis, industrial power supplies, data storage, enclosed cabi¬ 
nets and racks, and custom power solutions. The group reaches a number of 
vertical markets via its four divisions: Claytek, iStarUSA, RaidAge, and Xeal. 

Products Sold: 

• Claytek: Racks • RaidAge: Data storage 

and enclosures • Xeal: Industrial power 

• iStarUSA: 

Industrial chassis 


(888) 989-1189 1 www.istarusa.com 


Messaging & Telephony 



3CX was founded in 2005 by entrepreneur Nick Galea who saw the need for 
an open standard software PBX for Microsoft Windows. With 86.7% of busi¬ 
nesses using Windows as their operating system, the need for a software- 
based phone system which runs on Microsoft Windows was evident. 3CX 
maintains a global presence with offices around the world, including the United 
States, the UK, Germany, France, Japan, and Cyprus, as well as fully localized 
websites available in more than eight languages. 3CX has been selected by 
leading companies and organizations worldwide to meet their unified communi¬ 
cations and telephony requirements, including Boeing, Pepsi, Harley Davidson, 
Hugo Boss, American Express, and Toshiba. 

Products Sold: 

• Full range of VoIP telephony software products 


(404) 465-3660 I www.3CX.com 



Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 
high-efficiency server technology, is a premier provider of advanced server 
Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 
and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®” initiative by providing customers 
with the most energy-efficient, environmentally-friendly solutions available on 
the market. 

Products Sold: 

• Servers • Network switches • GPU servers 

• Motherboards • Storage solutions • Embedded 

• Chassis • Blade servers 


(408) 503-8000 I www.supermicro.com 


Servers 


CHfcWBRO 

Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 


(909) 947-3200 I www.chenbro.com 


Clients 



i 

DoubleSictht 

Dl S PL-AVS 

DoubleSight is a leading manufacturer of multiple monitor solutions, portable 
monitors, large monitor displays, digital signage, and monitor mounting solutions. 

Products Sold: 


• Dual Monitors 

• Flex Arm Accessories 

• Multi Monitor Flex Stands 

• Single Monitors 

• Single Monitor Flex Arms 

• Smart USB Monitors 

• Multi Monitor Flex Arms 

• Accessories/Power Supplies 

• Flex Stand Accessories 

• Refurbished Models 


(877) 896-5237 I www.doublesight.com 
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CHENBRO MICOM (USA) INC. 


Add: 2800 E. Jurupa St., Ontario, CA91761, USA 
Tel: +1-909-937-0100 Fax:+1-909-937-2100 
Toll Free: 1-866-364-8264 
E-mail: usinfo@chenbro.com 


INGRAM 


> ASI 


AVNET 


SYNNEX 


Components 


MA 





























